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SECTION C

DESCRIPTION/SPECIFICATIONS/WORK STATEMENT

1.  scope

The contract provides for information systems engineering and information technology support services to USAISEC and other federal agencies worldwide. The services will include engineering related activities in support of all aspects of information and communication systems.  Support will be required for the full life cycle of USAISEC projects to include planning, design, development, engineering, implementation, procurement, logistics, evaluation, sustainment and ancillary services.  These are further detailed in Section 3.2.


2.  APPLICABLE DOCUMENTS

2.1 General

It is the government’s intent to use commercial/industrial specifications, standards, and practices whenever possible.  The documents listed below are not necessarily all of the documents referenced herein, but are the ones that are needed in order to fully understand the information provided by this Performance Work Statement. Other documents required for execution of tasks under this contract will be cited in the relevant task orders.

Government Documents.
The following Government documents form a part of this document.  Unless otherwise specified, the issues of these documents are those listed in the latest issue of the Department of Defense Index of Specifications and Standards (DoDISS) and supplements thereto.


REGULATIONS



DEPARTMENT OF THE ARMY




Army Regulation 602-2 Manpower and Personnel Integration (MANPRINT) in 

the System Acquisition Process, 1 June 2001, 

(http://www.usapa.army.mil/pdffiles/r602_2.pdf).






Army Regulation 25-1 Army Information Management, 15 February 2000,

(http://www.usapa.army.mil/pdffiles/r25_1.pdf).

Army Regulation 25-2 Information Assurance, 14 Nov 2003,  

(http://www.usapa.army.mil/pdffiles/r25_2.pdf).


ARCHITECTURES



DEPARTMENT OF DEFENSE




Joint Technical Architecture – Army (JTA-A), Version 6.5, 10 

May 2002, (https://akea-cio.army.mil/jtaa/documents.asp).  




Command, Control, Communications, Computers, 

Intelligence, Surveillance, and Reconnaissance (C4ISR), Version 

2.0, 18 Dec 1997, (http://www.defenselink.mil/ 

nii/org/cio/i3/AWG_Digital_Library/pdfdocs/fw.pdf
).


POLICY



DEPARTMENT OF DEFENSE




National Industrial Security Program, Operating Manual, DoD 

5220.22-M.  January 1995,  (http://www.dtic.mil/whs/directives/ corres/html/522022m.htm).

Department of Defense Directive 8500.1, Information Assurance 24 October 2002, (http://www.dtic.mil/whs/directives/corres/html/85001.htm)

Department of Defense Instruction 8500.2, Information Assurance Implementation 6 February 2003,  (http://www.dtic.mil/whs/directives/corres/html/85002.htm)

Department of Defense Instruction 5200.40, DoD Information Technology Security Certification and Accreditation (DITSCAP) 30 December 1997,

(http://www.dtic.mil/whs/directives/corres/pdf/i520040_123097/i520040p.pdf)

DoD 8510.1-M DITSCAP Application Manual, 31 July 2000,

(http://www.dtic.mil/whs/directives/corres/html/85101m.htm)


FORMS



DEPARTMENT OF DEFENSE

DoD Contract Security Classification specifications, December 1999, 


(http://www.dior.whs.mil/forms/DD0254.PDF)

3.  REQUIREMENTS

3.1 General.  

The contractor shall provide information system engineering and information technology (IT) support services in the areas described in section 3.2 in support of USAISEC and other federal agencies.  This support shall be provided by the contractor in response to task orders.  The various elements of work the contractors may be required to perform under this contract are characterized in the following paragraphs.  Individual task orders will further define the required work.

3.1.1 Equipment and Materials Procurement.

When specified in the task order, the contractor shall procure, integrate, ship and track equipment and other items required for information systems implementation efforts.  Such equipment/items must be version and feature compatible with current government systems for interoperability.

3.1.2 Facilities.

The contractor shall provide all qualified personnel, materials, services, equipment, support software, and facilities to fulfill the terms and conditions of this contract.  Automated systems supporting this contract shall be interoperable among all prime contractors, subcontractors, and designated government automation systems.  See paragraph 3.4.  The government does not require the establishment of Field Offices for performance under this contract.  Under certain and unforeseen circumstances, some services, equipment, support software, computer time, and facilities may be provided by the government as specified in individual task orders. Government facilities will be provided for performance in Germany.

3.1.3 Software.

Software development performed under this contract is limited to that intrinsic to engineering, integration, test and evaluation efforts.

3.2 Detailed Requirements.
The requirements listed in this section are generic and will not be required on all task orders.  Specific detailed requirements for the performance of work under this contract will be stated in the individual task orders.  The contractor shall meet the following requirements.

3.2.1 Information Systems Engineering.  

Perform information systems engineering to translate functional requirements and performance objectives into design criteria and specifications for the individual elements and subsystems that will make up that system.  System design and development engineering functions are required to support the engineering and acquisition of information systems including the following: radio, fiber optics, inside and outside cable plant, air traffic control (ATC) and navigational aide (NAVAID), technical control, networks, command and control, space and terrestrial communications, record data, switched data/voice, video, computer, office automation, automation security, communications security (COMSEC), network security, physical security systems, network and systems management and control, Enterprise Information Systems (EIS), sustaining base information, logistics, resource management, research and development,  libraries, and visual information systems in classrooms, command centers, conference rooms and in units.

3.2.1.1 Information Systems Engineering Process. 

All engineering performed for or affecting Army systems and products shall meet the provisions and requirements of the Joint Technical Architecture - Army, Version 6.5, 10 May 2002 (or most current version), and applicable ISEC Technical Design Guides, as specified or modified in the task order.  The contractor’s systems engineering process shall incorporate planning and design procedures to include the following:

a.  Analyzing requirements, architectures and other source material, and developing technical requirements, design criteria, performance standards and engineering concepts to support management programming actions and operational objectives. 

b.  Developing the engineering design and documentation for new or modified systems based on requirements analyses, risk assessments, site investigations, cost estimates, and evaluations of relative cost and performance benefits of alternative approaches.

c.  Performing studies and analyses to develop and implement new concepts and/or applications relating to the electromagnetic spectrum, information systems and information technology.


d.  Performing traffic analysis, network design, information system performance analysis, modeling and simulation, and migration studies.

e.  Engineering planning that reflects consideration of the total project to include design, life-cycle cost, possible life-cycle-cost reductions, system/equipment, software, procedures, and personnel.

f.  Considering and injecting new and/or emerging technologies. 

g.  Preparing studies, investigations, evaluations, and trade-off analyses to determine relative benefits to be gained by implementing technological innovation.

h.  Assuring the interoperability at all interfaces within and external to the system (hardware and software), including the necessary supporting equipment, facilities, and other systems and equipment that will be present in the operational environment.

i.  Correlating software design or specification activities with those of the planned improvement of the capital plant to assure the physical system is installed and available to run the software programs as designed and fielded. 

j.  Conducting and/or supporting engineering validations or investigations of systems performance, systems integration, systems interoperability, and problems with fielded systems and recommending alternative solutions. 

k.  Conducting radio frequency (RF) and optical analyses, radio propagation support, electromagnetic compatibility (EMC) support, spectrum analysis, field surveys and measurements, and propagation loss measurements.

l.  Testing new and existing equipment systems to create/update RF databases, and updating automated models of equipment and RF transmission systems. 

m.  Performing capacity requirement analysis and developing implementation plans, to include transition plans, for information processing systems.

n.  Identifying test and quality assurance requirements and criteria.  Based on analysis, perform front-end quality assurance planning and test engineering. 

o.  Developing software and programming software applications intrinsic to the systems engineering and/or integration effort.

p.  Incorporating artificial intelligence (AI) applications to enhance the operation and performance of IT systems such as library knowledge bases and expert systems. 

3.2.2 Information Systems Integration (ISI).

Perform information systems integration.  This shall include those activities associated with establishing or enhancing the information system (hardware, software, security features, data, operations, and personnel) based upon a governing architecture.  ISI generally is conducted at the systems level and is implemented under USAISEC’s responsibility for systems engineering technical integration.  The nature of the information systems integration process requires a broad, high-level perspective that shall address:

a. Developing objective and target system architecture and configurations.  All information systems development and modernization programs shall conform to DOD’s Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) Architectural Framework Version 2. 

b. Developing transition plans and strategies for migration of baseline information systems to the target and objective configurations. 

c. Developing, updating and maintaining Army planning documents.  Evolutionary changes to migration systems shall be governed by conformance to C4ISR. 

(1) Within and across the sustaining base, theater/tactical, and strategic information environments. 

(2) Within geographic areas.

(3) Within Commands/Organizations/Units.


d. Performing assessments of information systems, architectures and networks to insure compliance with system requirements, and guidelines and policies contained in C4ISR and other documents identified in specific tasks.


e. Providing planning support for information systems, architectures and networks through such efforts as system descriptions, cost/performance trade-off analyses, systems analyses, integration plans, white papers and technical concept papers.


f. Reviewing and validating proposed and existing system designs. 

g. Developing capital plant investment strategies that provide a sound, technical foundation for the programmatic plans.

3.2.3 Systems Analysis.  

Perform cost/performance trade-off analyses, system survivability analyses, risk analyses, and capacity planning/system sizing analyses on conceptual, proposed, and/or existing information systems and architectures, using mathematical computations, operations research, simulation, modeling, and other techniques.

3.2.4 Engineering Surveys.

Perform engineering surveys.  Develop checklists, forms and procedures to collect technical and supporting data that defines requirements for information systems engineering.  Engineering surveys may include the following tasks:

a. Technical literature and data surveys in support of the engineering process.

b. Site surveys to establish the data for system design and detailed engineering. 

c. Consideration of U.S. government, foreign government, industry, and international standards surveys for applicable data to define system standards and support requirements. 

d. Site measurements to establish a baseline of the existing station ground and to identify grounding upgrade requirements.

e. Surveys and evaluations of information systems equipment currently in use within the DOD and industry.  These shall identify use, type, population, and technical features.

f. Surveys to determine power upgrade requirements.  These shall include power measurements of stability and levels.

g. As specified in individual task orders for future system installation, at a minimum, three main existing infrastructure drawings shall be provided: site floor plan, electrical layout, and signal layout.

h. Assess existing physical conditions at sites where there are proposed improvements of an existing facility or construction of a new facility.

3.2.5 Detailed Engineering.  

Perform detailed engineering to develop engineering design documentation.  This documentation will be used to produce, install, test, integrate, and support an information system.  Detailed engineering may include functions such as the following.

     a. Address the physical requirements for the facilities.

     b. Define equipment configuration and placement, preparation of equipment layout plans, and preparation of associated drawings.

     c. Application of RED/BLACK and Sensitive Compartmented Information Facility (SCIF) criteria in determination of system, subsystem, and facility designs.

     d. Preparation of engineering installation packages (EIPs) in coordination with user and site authorities.  The engineering installation package shall contain criteria applicable to the particular design, technical data, and guidance for planning, engineering, costing, budgeting, acquisition, installation, and cutover of information systems equipment, systems, subsystems, systems, and facilities.

     e. Application of security considerations to the information systems development process.

     f. Preparation of design specifications and cost estimates, and review of contractor proposals for facility systems and construction.

     g. Design of detailed Local Area Network (LAN), and Metropolitan Area Network (MAN) network domain structures, e-mail structures, address schemes, and assignment of network addresses.

     h. Troubleshooting network and communications systems and equipment components to find and repair deficiencies.  

     i. Define requirements then develop system design plan.  

3.2.6 Installation Support.  

Install system components consisting of IT equipment, equipment cabinets, cables, hardware, firmware, and software.  The contractor shall provide IT installation support in accordance with the following references.

     a. USAESIA Pamphlet 34-2, Preparation of Engineering Installation Packages and Standard Engineering Installation Packages, 15 February 1985.

     b. USACEEIA Regulation 34-3, Engineering Drawings, 10 August 1981.

     c. Training Detachment, 504th Signal Battalion, Communications-Electronics Installers Course, Basic Installation Techniques, 4 March 1998.

Upon completion of installations, the contractor shall inventory all remaining materials and dispose of waste.  The contractor shall provide installation tools and test equipment.  Installations may include loading and configuring network and office automation hardware and software.  As required by the individual tasking, the hardware and software configurations shall be documented in a network management and maintenance manual.

3.2.7 Transitional Operations and Maintenance (O&M) Support. 

Provide operation and maintenance support following the Initial Operational Capability (IOC) of a system implemented by the contractor. 

3.2.8 Information Technology Technical Support.  

Provide information technology related technical support.  Typically required efforts are: 

a. Analyze operational problems and assist in their resolution.


b. Make software and firmware modifications to existing systems as directed, in writing, by the government.  The contractor shall test and debug software and firmware and demonstrate to the government that modifications will perform as requested.


c. Provide information about system capabilities and limitations to the operational staff responsible for operations and maintenance of the system.  The contractor shall also provide software support services to ensure efficient continuous operation.


d. Prepare design specifications for the development, conversion, or modification of a specified system using products derived from systems analysis efforts.  

e. Provide on-call and on-site technical services for automated and information management systems. 

f.  Provide systems engineering and technical assistance, as related to software, required to accomplish modeling and simulation tasks.

g.  Provide support for systems or database administration. 

3.2.9 Engineering Publications and Documentation.  

Prepare engineering publications and documentation governing the configuration and quality of equipment, systems engineering, acquisition, installation, operation, and post deployment support.  This documentation  could include standards, information systems/subsystem design plans, software operator and programmer manuals, information system design plans, engineering installation packages (EIPs), installation instructions, engineering annexes to implementation and installation plans, management documentation for project engineering control, site survey reports, guidance documents, and policy documents.  This documentation may be required to be developed in an Internet Worldwide Web format.  

3.2.9.1   Acquisition Documents.  

Assist the government in the development of documents to support the procurement of information systems and services.  Where possible, compliance with FAR Part 12 – Acquisition of Commercial Items, and FAR Part 13 – Simplified Acquisition Procedures are the encouraged methods of procurement.  The documents shall include, but are not limited to, those identified below.

a.  Statements of Work (SOWs), Performance Work Statements (PWSs), specifications and purchase descriptions (PDs).

b.  Contract Data Requirements Lists (CDRLs).

c.  Data Item Descriptions (DIDs).

d.  Risk matrices.

e.  Specification trees.
f.  Systems MANPRINT Management Plans (SMMPs) and associated supporting documentation.

3.2.9.2 Standardization Support.  

This includes identification, indexing, and summarization of existing standards applicable to U.S. military, U.S. government agency, and foreign government information systems/equipment. In addition, this support includes the preparation of recommendations for standards and/or objectives applicable to information systems. The contractor shall develop for consideration by the government new standards and revisions to existing standards.  Attend multi-agency working groups and industry standardization body meetings.  This attendance is limited to gathering information, but not representing the government.

3.2.9.3 Information Systems Engineering and Installation (E&I) Field and Technical Manuals.  

Prepare engineering manuals, to include field and technical manuals that supplement the DOD and military standards.  They shall contain basic concepts, principles, and practices applicable to the planning, engineering, and installing of Defense information systems and Army information systems.

3.2.9.4 Station Manuals.  

Prepare station manuals to be used by operations and maintenance (O&M) personnel in operating and maintaining a system, site or specific equipment. 

3.2.9.5 Information Technology (IT) Pamphlets.  

Prepare IT pamphlets that are intended for general information to operations, maintenance, logistics, and engineering/installation activities.  These pamphlets shall provide technical information related to the installation, operation, and maintenance of equipment.

3.2.9.6 Automated Information Systems Documentation.  

Prepare life cycle management documentation.  

3.2.9.7 Documents for Host Nation Approval.  

Prepare the documentation required to obtain host nation approval for information system equipment.

3.2.9.8 Security Product Evaluation, Certification, and Accreditation Documentation.  

Prepare documentation to support the evaluation of security products and components, and the certification and accreditation of information systems.

3.2.10 Test and Evaluation.  

Conduct developmental, operational, and acceptance tests.  Conduct evaluation functions.  Examples of these functions are:

a. Development of test and evaluation planning and reporting documentation.

b. Participation in Test Integrated Process Team (TIPT) meetings and other test planning meetings.

c. Performance of inspections, test, and or measurements.

d. Preparation of data collection forms.

e. Collection, collation, and evaluation of test data.

f. Analysis of test incident reports.

g. Participation at Reliability Availability Maintainability (RAM) scoring conferences.

h. Briefing of test plans or results.

i. Participation in Data Analysis Group conferences.

Operational, developmental and acceptance testing of information systems, subsystems, or equipment shall be performed in the contractor’s plant, at the site of installation, or other locations as tasked.

3.2.10.1 Test Documents.  

The contractor shall develop test plans, evaluation plans, test reports, evaluation reports, quality assurance and or quality control regulations, pamphlets and handbooks as tasked.  The developmental test and evaluation plans shall document the steps necessary to measure or evaluate whether the system, subsystem, software or equipment under test satisfies user requirements and or meets applicable standards.  The developmental test and evaluation reports shall record the results of the measurements or evaluations.

3.2.11 Technical Instruction.  

Provide technical instruction to government, other contractor or vendor personnel on mission-oriented technical subject matter.  The instruction shall be provided in Government provided or Government approved facilities.   Typical services related to technical instruction include, but are not limited to, the following:

a. Develop viable and effective training strategies that are acceptable to the government.

b.  Assist the government in developing training course materials (e.g., programs of instruction, lesson plans, illustration packages, examinations, and handouts).

c. Develop, and/or provide technical assistance and guidance in the development of multimedia training materials such as Computer-Based Training (CBT) programs, and distance learning techniques such as Video on Demand (VOD) and Video Teletraining (VTT) as required for classroom training.

d. Ensure all training materials and equipment required to support the training are identified and available, to include the coordination and arranging for the loan, shipment, and return at each training location.

e. Provide training, administer examinations, and evaluate training effectiveness.

f. Provide training certification.

g. Update existing training materials as required.

h. Advise the government on acceptability of other contractor-developed training materials.

i. Maintain government training documents to reflect historical, current, and future training requirements.

3.2.12 Drafting and Illustration Support.  

Furnish drafting and illustration support.  The contractor shall provide drafting and illustration support in accordance with the following:

a. The contractor shall use an automated drafting system that is fully and directly compatible with the most current version available of AutoCAD or Bentley Microstation. . 

b. The contractor shall provide to the government, at the completion of each tasking, the indexed storage media used by the contractor to store the drawings in their final form.  The storage media provided by the contractor shall be prepared in a format compatible with the archival storage requirements of the most current version available of AutoCAD or Bentley Microstation.

c. The contractor shall have the capability to convert existing engineering documentation system (EDS) drawings that are in the Initial Graphics Exchange Specification (IGES) format, to the current version of AutoCAD or Bentley Microstation.

d. The contractor shall prepare vellum masters of all final drawings.  The contractor shall maintain masters of all drawings on CD-ROM or DVD media.

3.2.13 Information Assurance.

3.2.13.1 Information Systems Security Engineering.

Perform information systems security engineering to integrate required security characteristics and requirements into the performance objectives of the selected system.  Security engineering efforts generally include the following:

a. System security engineering assistance from concept development through system implementation.

b. Application of the appropriate security requirements as specified in the individual task order.

c. Preparation of security plans; component and system security requirements; security concepts of operations; standard operating procedures; threat assessment reports; and security designs detailing system security strategy.

d. Conducting and documenting risk and threat assessments and making recommendations for and implementing countermeasures as required.

e. Preparing and providing input to program specifications incorporating required information security features.

f. Review and evaluation of Information Systems Design Plans, Continuity of Operation Plans, Communication Plans, engineering change proposals and configuration changes for compliance with relevant security regulations, policies, and best industry practice.

g. Preparation of required documentation and coordination with designated approval authority (DAA) to obtain system security accreditation to include certification procedures and criteria, certification evaluation reports and reports of findings.

h. Development, review, and execution of security test and evaluation plans.

i. Security Engineering Analysis.   The contractor shall provide engineering analysis support.  Analysis support includes, but is not limited to: security-related hardware, software, and network component evaluations; security policy, process, and procedure determination/evaluation; risk analysis; accreditation package analysis; and engineering change proposal (ECP) analysis.     

j. Security Engineering Design.  Design tasks may be specified for operating systems (OS), databases, networks, applications, engineering change proposals, communication backbones, partial systems, and entire systems.  Security design methodologies may be required to enable consistency with other system design documentation.

k. Security Engineering Implementation Support.  Security configuration/implementation expertise includes but is not limited to:

(1) Operating Systems (e.g., UNIX-based or Windows-based), 

(2) Databases, (e.g., Oracle or INFORMIX), 

(3) Firewalls,

(4) Network Operating Systems,

(5) Encryption devices/software,

(6) Network Devices (e.g., Routers and Switches),

(7) Remote access servers,

(8) Client/server environments,

(9) Internet protocols and protocol add-ons,

(10) Intrusion detection tools,

(11) Security evaluation tools,

(12) Other security-related tools/devices,

(13) Web technology,

(14) Electronic Commerce,

(15) Transport Technologies (e.g., IP, ATM, IPX),

(16) Physical Security,

(17) Red/Black Security,

(18) Tempest,

(19) Voice and Telephony Technologies,

(20) Video Technologies,

(21) Security Management.

3.2.13.2 System Security Accreditation and Maintenance Support.   

This includes planning, analysis, design, implementation, documentation, and reporting activities for system security accreditation.  The contractor shall support both a generic system accreditation and site-specific accreditation.  Tasks may include but not be limited to: the preparation of an Accreditation Plan (System Security Authorization Agreement/Security Plan); development of interim approval to operate (IATO) requests; risk management reports; and development of interconnect Memorandum of Agreement/Memorandum of Understanding (MOA/MOU).

a. Prepare Security Action Plans and Schedules.  The contractor shall describe, document, and maintain the action plan.  The action plan details the required activities, timelines, and deliverables to accomplish the work.  

b. Security Policy.  The contractor shall provide support to construct, coordinate, and document organizational security policies and component level security policies.  

c. Security Threat Assessment.  The contractor shall provide threat identification and analysis support. 

d. Physical Security.  The contractor shall perform security analysis and preparation of physical security documents, as further required by the individual task order.   Tasks may include but not be limited to: Security Facility TEMPEST Assessment/Risk Analysis (FTA/RA), as well as requirements for closed circuit TV and video motion detection; intrusion detection; door and gate controls; intercom/PA; fire/alarm/smoke detection; relay and Programmable Logic Control (PLC) central control rooms; and software-controlled instrumentation.

e. Security Requirements.  The contractor shall provide security requirements identification, analysis, allocation, and tracking support as specified in the individual task order.

f. Security Surveys.  The contractor shall perform security surveys as further specified in the individual task order.

g. Security Penetration Support.  The contractor shall provide engineering support to penetrate systems and determine vulnerabilities for existing systems and systems under development.

h. Security Incident Tracking Support.  The contractor shall determine and support necessary tracking activities during an intrusion incident.  The contractor shall provide support to analyze real-time or historical intrusion audit data.

i. Security Troubleshooting Support.  The contractor shall support security computer system or operational procedural troubleshooting as specified in the individual task order.

j. Prepare Issue Papers/White Papers.  The contractor shall prepare security-related Issue Papers or White Papers as further required by task orders.  Specified tasks will be security-related and may include (but not be limited to) research requirements for indefinite deliverable/indefinite quantity (ID/IQ) contract specifications or PWS specifications.

k. Participate in Support Program Security Working Group Meetings.  The contractor shall provide support to security working group (SWG) meetings as further required by task orders. 

l. Security Briefings.  The contractor shall prepare and present technical security briefings with supporting visual aids as further specified in the individual task order. 

m. System Documentation Evaluations.  The contractor shall review specified system documentation to identify and evaluate the adequacy of system Information Security engineering by comparison against governing directives, standards, and regulations.  The contractor shall provide comments and recommendations as further specified in the individual task order. 

n. Product Security Evaluations.  The contractor shall evaluate commercial and government security products, to include: developing evaluation plans, procedures, and pass/fail criteria; performing the evaluation; recording and briefing the results; and publishing reports. The contractor shall provide services to validate the suitability of products being considered for inclusion as trusted components of supported systems as further specified by the individual task order.  The contractor shall examine: the evaluation evidence provided by the product vendor, developer, or other government agencies; the logical premises for the security service provided by the product; and the consistency of the product’s security policy with the security policy of the supported system.  The Product Security Evaluation (PSE) shall include the evaluation procedures and criteria used in evaluating the security product.

o. Configuration Management.  The contractor shall provide evaluation or preparation of the security portion of the supported system’s Configuration Management Plan as further specified in the individual task order. 

3.2.13.3 Security Certification.

Perform security certification to ensure that subject systems meet all applicable security regulations, standards, and explicit and derived security requirements.   In addition, ensure that these systems are protected from known vulnerabilities.  Security certification shall include but not be limited to the following:

a. Derivation of system security requirements from the Information System Design Plan (ISDP) and other relevant documentation.

b. Running automated scans on the system being certified and using other techniques to determine system vulnerabilities.

c. Verification that all vendor patches are installed.

d. Preparation of security certification documentation, to include the certification plan, Security Risk Management Review (SRMR), Certification Procedures and Criteria, Certification Evaluation Report (CER), Certification Report of Findings (CROF), Security Evaluation Procedures (SEP), the certification statement, and the comprehensive System Certification Package.

e. Perform security testing in accordance with the certification procedures, and report the results in the certification evaluation report.

f. The contractor shall support planning, analysis, design, implementation, documentation, and reporting activities for system security certification as further specified in the individual task order.  Tasks may include but not be limited to the preparation of a Certification Plan, criteria, procedures, and evaluation reports; conduct of certification procedures; and determination of countermeasures.

3.2.14 Technology Demonstration Capability or Rapid Prototype Capability.  

Provide technology demonstrations such as “proof of principal”, “pilot project”, “first article development”, and “rapid prototyping” capabilities.  The contractor technology demonstration capability shall include the following:

a. Ability to interface and integrate existing government-furnished systems to satisfy new user requirements by use of new technologies or novel, non-standard adaptations of Commercial Off The Shelf/Non-Developmental Item (COTS/NDI) products.

b. Provide risk reduction evaluations in matters of scope of effort, material and subsystem suitability for meeting user requirements, and associated training and operational user impact assessments. 



c. Evaluation services and support for new or proprietary technologies.

d. Acquisition, procurement, fabrication, and installation of components and associated infrastructure necessary for the specific demonstration effort.

e. Transportation, fielding or relocation of demonstration systems to locations designated in the individual task order.

f. Operation and maintenance of demonstration systems at locations designated in the individual task order.

3.2.15 Business Process Reengineering.  

To achieve greater mission effectiveness at lower cost, perform Business Process Reengineering (BPR) to support reinvention and reengineering of DOD functional processes.  The principal focus of the reengineering efforts will be in the appropriate application and integration of information technology into business processes.  Contractor’s reengineering efforts shall include the following:

a. Functional Economic Analysis.  

b. Strategic plans, operational analysis, project evaluations, and alternative analysis.

c. Workflow analysis.

d. IDEF modeling.

e. Reengineering of user business processes.

f. Application and integration of information technology and systems to support appropriate business processes.

3.2.16 Administrative Services

Provide administrative services at government sites as identified in task orders.  Services shall include: typing, filing, data entry, receiving visitors, answering telephones, routine correspondence, and other clerical functions.

3.2.17 Project Management

Provide project management services for projects or work as identified in the individual task orders.  These services may include planning, coordinating, scheduling, performance monitoring, and reviewing program execution actions in support of a government activity.

3.3 Manpower and Workforce Composition.

a. The contractor shall assure that the professional and technical personnel have sufficient qualifications to perform work as required by the government, and that those qualifications are maintained during the life of the contract.

b. The contractor shall advise the government in advance of any necessity to reassign or replace “key personnel” during the performance of this contract.  The qualifications of the key personnel and any replacements will be subject to review by the government.

c. The government maintains the right to require removal of contractor personnel for cause.

d. Contractor shall replace, at no cost to the government, any personnel, trained at government expense, who leave the contract for other than government convenience within the period of performance of the task order or subsequent task orders upon which the personnel begin to perform, and for which the training is also required for performance.  Personnel so replaced shall be comparably trained at the contractor’s expense.

e. The Government will not issue a task order to support contractor management, administrative or support functions (e.g. Project Director and Administrative Services Clerk labor categories are anticipated to be used as direct support to the Government as required via task order).

3.3.1 Resumes.  

The contractor shall provide resumes of each Senior Scientist, Project Director, Subject Matter Expert (SME) and Functional Area Expert (FAE) for government approval prior to their employ under any task order.  These labor categories require highly specialized individuals whose talents are needed only for a limited time on special or unique projects and will be approved by the government on an order-by-order basis. In addition, the contractor shall provide resumes for all Senior Level labor categories proposed to perform prior to their performance on any task order unless the requirement is waived or reduced in the task order.

3.3.2 Qualifications.  

The minimum personnel qualifications for the support of this PWS are listed below.  For all qualifications requiring experience, the years of experience must have been earned within the last ten years for all labor categories except Project Director that requires experience to have been earned within the last 14 years.  Technical project leaders (technical management) shall meet the qualifications of paragraphs 3.3.2.1, 3.3.2.4, 3.3.2.7, 3.3.2.9, 3.3.2.12, 3.3.2.18, 3.3.2.19, 3.3.2.20 or 3.3.2.21 and be able to evaluate and resolve technical issues arising during the task.  Required technical certifications may be further defined in the task order.

3.3.2.1 Senior Information Systems Engineer.  

Bachelor of Science degree in electrical, computer, or electronics engineering from an accredited institution with a minimum of seven years of information systems engineering experience in one or more Information Technologies as listed in paragraph 3.2.1 or as specified in the individual task order.

3.3.2.2 Information Systems Engineer.  

Bachelor of Science degree in electrical, computer, or electronics engineering from an accredited institution with a minimum of three years of information systems engineering experience in one or more Information Technologies as listed in paragraph 3.2.1 or as specified in the individual task order.

3.3.2.3 Junior Information Systems Engineer. 

Bachelor of Science degree in electrical, computer, or electronics engineering from an accredited institution with no experience required.

3.3.2.4 Senior Computer Scientist.  

Bachelor of Science degree in Computer Science, Information Systems, or Software Engineering from an accredited institution with 30 semester hours in a combination of mathematics, statistics, or computer science.  Must possess a working knowledge of current and developing technologies related to the interoperability of information systems, software, corporate databases, protocols, networking, information processing methods, information/computer security, and the use of simulation and modeling tools.   Must have a minimum of seven years of experience in systems design of major IT systems.

3.3.2.5 Computer Scientist.  

Bachelor of Science degree in Computer Science, Information Systems, or Software Engineering from an accredited institution with 30 semester hours in a combination of mathematics, statistics, or computer science.  Must possess a working knowledge of current and developing technologies related to the interoperability of information systems, software, corporate databases, protocols, networking, information processing methods, information/computer security, and the use of simulation and modeling tools.  Must have a minimum of three years of experience in systems design of major IT systems.

3.3.2.6 Junior Computer Scientist.  

Bachelor of Science degree from an accredited institution with 30 semester hours in a combination of mathematics, statistics, or computer science and no experience is required, or three years experience in systems design of major IT systems.

3.3.2.7 Security Engineer.

Bachelor of Science degree in Engineering, Computer Science, Information Systems or related from an accredited institution plus five years experience in Information Security is required.  Must possess a working knowledge of information assurance, security engineering, security architectures, security management, security planning, security baseline development, and similar activities.  Must be capable of performing security analysis; network and systems security assessments, security product evaluations; securing information systems; developing security, certification and accreditation documentation; certification testing; and other similar activities.
3.3.2.8 Security Analyst.  

The analyst shall have a minimum of three years experience in Information Security.  Must be capable of performing security analysis; network and systems security assessments, security product evaluations; securing information systems; developing security, certification and accreditation documentation; certification testing; and other similar activities.

3.3.2.9 Senior Telecommunications/Electronics Technician. 

Must have two years of telecommunications/electronics vocational training or professional certification from an accredited technical school or equivalent military school and seven years experience in two or more of the following specialties:

a. Telephone and switching technology.

b. Microwave.

c. Satellite.

d. Propagation.

e. Power.

f. Grounding, bonding, shielding; or Electromagnetic Pulse/ High-altitude Electromagnet Pulse (EMP/HEMP).

g. Technical Control.

h. Test and evaluation.

i. Air traffic control/navigational aides.

j. Electromagnetic compatibility.

k.
Fiber optics.

l. 
Videoconferencing.

m.   Audio/Visual Systems.

n.  
Enterprise Systems.

o.
Multi-Media Systems.

3.3.2.10 Telecommunications/Electronics Technician.  

Must have two years of telecommunications/electronics vocational training, or professional certification from an accredited technical school or equivalent military school and a minimum of two years experience in two or more of the specialties identified in paragraph 3.3.2.9 above.

3.3.2.11 Technical Writer/Editor.   

Must have a Bachelor of Science degree and two years of experience in journalism or related experience in the area of written communication and three years of specialized experience in IT documentation.  Must be capable of writing, rewriting and editing reports, articles, software documentation for IT systems following DOD regulations, and new releases of technical material.  Must be capable of applying audio/visual communications techniques to scientific subject matter.

3.3.2.12 Computer Programmer.  

Must have a Bachelor of Science degree from an accredited institution with four years of programming experience in software development or maintenance.  Must be capable of utilizing third and fourth generation or current state-of-the-art IT equipment and languages to analyze system requirements and devise program logic for business, management, communication, tactical, and technical problems.  Must be able to develop detailed flow charts and instructions for programs, develop general run diagrams and process flow charts.  Must be able to develop tape layouts and record formats and add additional data items necessary to accomplish work products.  Must be experienced in relational and object oriented languages, applications, and operating systems.

3.3.2.13 Senior Information Technology Technician (SITT). 

It is desired that the SITT have completed at least two certification programs in the following disciplines.

a. Systems and Network Administration.

b. Automation hardware (micro through mainframe and networking).

c. Operating systems.

d. Automation security systems.

e. Decision support systems.

f. Artificial intelligence and expert systems.

g. System and/or Network protocols.

h. Videoconferencing.

i. Fiber optics.

j. Audio/visual systems.

k. Network and systems management and control.

l. Media access/digital interfaces

m. Software applications.

3.3.2.14 Information Technology Technician (ITT).

It is desired that the ITT have completed one certification program in the disciplines listed in 3.3.2.13 above.

3.3.2.15 Draftsperson.  

Must have the ability to prepare various drawings that communicate engineering ideas, designs, and information in support of engineering functions.  Drawings consist of parts and assemblies including sectional profiles, irregular or reverse curves, hidden lines, and small or intricate details.  Requires minimum of two years experience in current conventional computer-aided design (CAD) drafting techniques and application programs. 

3.3.2.16 Administrative Services Clerk.  

Must have a high school diploma or GED and have four years of general administrative experience. Experience must include: word processing, spreadsheet usage, data entry operations, and typical office procedures. Must be experienced in Military administrative procedures and be familiar with Army correspondence requirements. 

3.3.2.17 Technical Instructor.  

Technical degree or Associate Degree from an accredited junior or community college or equivalent experience such as prior non-commissioned Officer (NCO), new equipment training, and demonstrated experience as a training instructor is required.  Must have strong background in new equipment training of communications or automation systems.  Must have ability to effectively communicate, professionally interface with new trainees, and provide clear, concise, in-field, hands-on training.

3.3.2.18 Project Director.  

Must have a BS degree in engineering, engineering management, mathematics, or physics.  Additional course work or participation in seminars/symposia regarding financial management, environmental regulations and compliance, and personnel relations is preferred.  Must have 12 years of experience in systems development and systems engineering, as applicable to the task, in one or more of the following areas:

a. Communications

b. Command and Control

c. Aviation Electronics

d. Data and Information Processing

e. Modeling and Simulation

f. Information Assurance and Information Operations

g. Network and System Management

Must have background in the DOD development and/or acquisition environment, as applicable, in requirements definition, work planning, budget control, task control, contract management, and personnel communications methods and procedures.  

3.3.2.19 Senior Scientist.  

A Master of Science, with eight years experience, or Ph.D., with four years experience, in engineering, computer science, or a closely related field from an accredited institution is required. Experience shall demonstrate the ability to perform systems integration and engineering tasks in the areas of automation and telecommunications; the capability to conceptualize and define requirements for IT programs requiring systems design and integration for multiple system environments; the ability to define the interaction/interface between different multiple systems requirements and develop appropriate architectures to support these requirements while employing methodologies from any of the IT technologies; the ability to serve as a leader of a task team and be able to evaluate and resolve problems arising from the tasks. 

3.3.2.20 Subject Matter Experts (SMEs) 

Educational and experience levels are negotiable with individual task orders.  The expertise shall be in the required discipline or technology of the individual task orders.   At the option of the Government, the contractor shall provide SMEs in the following specialties:

            a. Information Systems and Architecture.



(1) Sustaining Base Information Systems



(2) Echelons above Corps (EAC)



(3) Strategic Information Systems



(4) Theater/Tactical Information Systems



(5) Enterprise Systems



(6) Multi-Media Systems

b. Videoconferencing.

c. Local Area Networks, Metropolitan Area Networks, and Wide Area Networks (LANs, MANs, and WANs) including fiber optic and wireless technologies.

d. Automation including but not limited to: 



(1) Software



(2) Hardware



(3) Programming Languages



(4) Operating Systems



(5) Data Base Management Systems



(6) Document Management Systems



(7) Document Transfer Systems



(8) Decision Support Systems

(9) Automation Security Systems

(10) Computer and Network Systems Simulation and Modeling

(11) Microsoft Certified System Engineering

(12) Certified Novell Engineering

(13) Oracle certified Professional

(14) Geographic Information Systems

(15) Internet development and web centric services


e. Artificial Intelligence and Expert Systems.


f. Network and systems management and control


g. Communications Protocols including but not limited to:



(1) System Network Architecture (SNA).



(2) Open Systems Interconnect (OSI).



(3) DOD Protocols.



(4) Asynchronous Transport Mode (ATM).



(5) Transmission Control Protocol/Internet Protocol (TCP/IP)


h. Transmission Systems including but not limited to:



(1) Satellite



(2) Fiber Optics / Copper Cable Plant



(3) Free Space Optical



(4) Radio (Microwave, HF, VHF, UHF)



(5) Radio Propagation

i. Timing and Synchronization.


j. Digital Testing.


k. Standardization.


l. Command and Control Systems.


m. Electromagnetic Compatibility.


n. Nuclear Effects (EMP/HEMP).


o. Voice systems (analog/digital - secure/non-secure).


p. Data Systems (analog/digital - secure/non-secure)

q. Electrical Power Systems.
r. Grounding, Bonding, and Shielding (GBS).  

s. TEMPEST Requirements and Design.
t. Multilevel Security (MLS) Systems.

u. Nuclear Survivability.
v. Network and systems management and control.
w. Other specialties as IT requirements and technology change.
x. Messaging systems and workflow systems.
y. Operations Research.
z. Physical security systems
aa. Structural/Geotechnical (towers, shelters, foundations)
ab. Land Surveying
ac. Frequency Analysis & Management

3.3.2.21 Functional Area Expert.  

Educational and experience levels are negotiable with individual task orders.   Must have demonstrated ability to perform information systems analysis tasks in support of one or of the functional areas called for in the task order. Must have the ability to conceptualize, define, plan, and implement all hardware and software requirements for information systems supporting the specific functional area.  Must have demonstrated experience in the planning, supporting, and sustainment of worldwide functional area organizations.  Experience must include both the functional aspects of the functional area and information systems utilized within that functional area.  Typical functional areas are as follow: 

a. Logistics

b. Transportation

c. Intelligence

d. Chemical

e. Construction

f. Personnel

g. Finance

h. Command & Control

i. Database

j. Information/automation security

k. Distance learning

l. Medical

m. Air Traffic Control

3.4 Product Compatibility.

When specified in the task order, the contractor shall provide the product or a reproducible copy of the product on magnetic media in an automated format that is compatible with the government office applications software. Applications currently being used by the USAISEC are the Microsoft Office Suite and the Windows 2000 operating systems.  The contractor shall upgrade applications software and operating systems in concordance with government upgrades. 

3.5 Contract Data Requirements

The contractor shall be responsible for producing and delivering, as required by individual task orders, the contract data items specified in this section.   All data items shall be specified and delivered on media that is compatible with the USAISEC, office automation baseline.  Additionally, data items may also be delivered by electronic mail when appropriate.

3.5.1 Common Contract Data Requirements.  

The government as indicated below requires the following contract data requirements: 

a. Progress Report.  The contractor shall prepare a comprehensive status and progress report for each active task order in accordance with provided example.  The report shall include: a narrative description of what was accomplished during the reporting period; total price and staffing data by labor category (for time and materials tasks only), for the reporting period; cumulative fiscal data (for time and materials tasks only); and an overview of activities planned for the following reporting period.  The report shall identify problems encountered that may impact the price, scope, or schedule.

b. The contractor shall prepare a individual task order monthly report in accordance with provided example which shall contain the following:

Individual Task Order Monthly Report.  The contractor shall provide a monthly  report for each active task order.  The report shall identify the project name, individuals (by name) working on the project, hours expended, and funds expended to date for each task or subtask.  The remaining balance of funds will be identified for each project.  The report shall identify the usage rate of all project funds.  An example of the this report is provided as Attachment A.

c. In Progress Reviews (IPR).  The contractor shall convene in progress reviews as required.   The time and location of the in progress reviews shall be coordinated with the government.  The IPRs are formal reviews that discuss all task orders that fall under the purview of the particular tasking organization.  Each IPR shall address each active order to include a summary of the progress during the previous period and an overview of activities planned for the next period. In addition, the contractor shall present problems encountered or anticipated which may impact price, scope or schedule of orders.  The contractor shall prepare minutes of all IPRs. 

3.5.2 Unique Contract Data Requirements.  

The contractor shall prepare all documents, drawings, analyses, plans, manuals, specifications, meeting minutes, profiles, procedures, studies, technical reports, notices, estimates, proposals, charts, packages, notifications, guides, briefings, and other data items as specified.

3.5.3 Archive of Deliverables.

Maintain an archive of deliverables.  The contractor shall maintain an electronic, indexed, archival record of all unclassified deliverables resulting from this contract.  The archive will be government property, electronically accessible by government personnel and other users authorized by the government, electronically searchable, and capable of creating/producing electronic reports.

3.6 Precedence.

As long as the task order requirements are within scope of the contract, the task order controls. 

3.7 Security.

The contractor shall be in compliance with those security requirements specified in Contracts Security Classification Specifications, DD Form 254.  Contractor shall have a Top Secret facility clearance.  Security requirements will be as identified in individual task orders.

4. Quality Control.

The contractor shall implement and maintain a quality control program.  The program shall include inspection, validation, evaluation, corrective action and procedures necessary to achieve quality control.

The adequacy of report and documentation specified in this PWS shall be the responsibility of the contractor and as specified in the task order.  All quality control operations performed by the contractor shall be subject to government verification.  Verification shall consist of monitoring the operations to determine that the practices and methods of the contractor’s procedures are properly applied and that government inspection measures the quality of the data packages offered for inspection.  Contractor conformance to the requirements of this PWS will be measured in accordance with the Quality Assurance Surveillance Plan (QASP).
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