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STATEMENT OF OBJECTIVES

The scope of this MARKET SURVEY is to locate vendors that have the capability to provide communication security (COMSEC) equipment..  The purposes of these COMSEC equipment are to enable the fielded COMSEC equipment to continue to provide security to telecomunications by converting information to a form unintelligible to an unauthorizad interceptor and by reconvertinq such information to its original form for authorized recipients, as well as equipment designed specifically to aid in, or as an essential element of, the conversion procsss. COMSEC equipment is crypto-equipment, crypto-ancillary equipment, crytco-production equipment, and authentication equipment governed by the National Security Agency.  

(1) "COMSEC equipment”, as used in thie clause, means equipment designed to provide security to telecomunications by converting information to a form unintelligible to an unauthorizad interceptor and by reconvertinq such information to its original form for authorized recipients, as well as equipment designed specifically to aid in, or as an essential element of, the conversion procsss. COMSEC equipment is crypto-equipment, crypto-ancillary equipment, crytco-production equipment, and authentication equipment. 

(2} "Component”, as used in this clause, means any assembly or subassembly incorporated directly into an end product. An assembly is a group of parts, elements, subassemblies and circuits assembled as a separately removable item of COMSEC equipment. A subassembly is a major subdivision of an assembly. 

(3) "Part”, as used in this clause, means any single, unassembled element of a major or minor subassembly, accessory, or attachment which is not normally subject to dissassembly without tha destruction or the impairment of the design use. 

1.  FASTLANE
Physical characteristics 
- Dimensions: 7.25”H x 17.50”W x 21.50”D
- Weight: approximately 35 lb.
- Desktop or rack-mountable (19" standard rack)
Power
- 110/220 VAC +/-5 volts- auto sensing
- 125 watts, nominal

ATM Interfaces
- DS-1 (1.54 Mb/s)
- DS-3 (45 Mb/s)
- OC-3c (155 Mb/s) single mode and multimode
- OC-12c (622 Mb/s) single mode
- OC-48c (2.5 Gb/s) 
- OC-192c (10 Gb/s)1 

Types of Connections Supported
- Permanent virtual circuits/paths (including soft PVC/PVPs)
- Switched virtual circuits/paths
- Point-to-point
- Point-to-multipoint
- Simplex
- Duplex

Maximum Number of ATM Connections
- 4,094 active connections; each channel cryptographically isolated2

Traffic Key Options
- Automatic cooperative key generation using FIREFLY techniques
- Preplaced traditional keys
- Key fill via Data Transfer Device (DTD-AN/CYZ-10)
TEMPEST
- NSTISSAM TEMPEST/1-92
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2.  TACLANE (Inline Network Encryptor)

Physical Description

Desktop or rack mounted

configurations available

Height 4.25"

Width 8.25"

Depth 16.5"

Weight 14 lbs

Power:

External 18-36 VDC supply or an external 110/220 VA, 50/60 Hz autoranging or 24 VDC, 45 Watts.

Interface Requirements:

IP interfaces for the INE are Fast Ethernet (10/100 Mbps) with RJ-45 (Cat 5 twisted pair) and 100 Mbps with MT-RJ (multimode fiber) connectors.

Environment:

Ruggedized for ground-fixed (GF) or ground-mobile (GM) environments. Functions in a tactical environment (0 to 120o F operating; -25 to 150o F non-operating). Operates at 100 Mbps for IP networks in simplex or half-duplex modes. In a switched ethernet network, TACLANE operates full-duplex at up to 125 Mbps aggregate rate. INE will auto-negotiate to 100 Mbps or drop to 10 Mbps for 10 BaseT interoperability.

Keying:

Supports both FIREFLY and up to 48 Pre-Placed/Traditional Keys. Keying material must be filled using a Data Transfer Device (DTD).
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3.  KG-235 Sectera (Inline Network Encryptor)

Physical Characteristics
Height 4.75"

Width 8.25"

Depth 12.5"

Weight Under 12 lbs

Power:

External power supply. AC Input:

90-250 VAC autosensing at 47 to 63

HZ single phases.

Environment:

Storage: -30 degrees C to +65

degrees C. Operating: 10 degress C to

+45 degrees C. 95% relative humidity

(noncondensing) operating.

Compatible With:

Network Encryption System (all supported models).

Speed:

20 Mbps.

Keying:

Meets Secure Data Network Standards (EKMS). Supports both physical and electronic key distribution. Single Cypto Ignition Key (CIK) support. Pre-Placed keys. Up to 512 active TEKs; least recently used algorithm provides virtually unlimited number of TEKs.

Interface Requirements:

RJ45 10/100 Base T DB9 Serial Ports.
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4.  Fortezza Plus
Physical Characteristics

Height 85.6mm

Width 54mm

Depth 5mm

Weight N/A

Power:

Dual Voltage 3.3V or 5.0V Compatible.

Environment:

PCMCIA Standard Compliant

Description:

FORTEZZA PLUS Crypto Card is a Personal Computer Memory Card International Association (PCMCIA) token which can be used for various information security applications but has been primarily targeted for the Secure Terminal Equipment (STE). The FORTEZZA PLUS Crypto Card can be used to protect Sensitive-But-Unclassified (SBU) to classified Top Secret (TSSI) information. The FORTEZZA PLUS Crypto Card incorporates the KRYPTON chip as its core cryptographic engine.

Application:

The FORTEZZA PLUS Crypto Card’s provides cryptographic services for the Secure Terminal Equipment (STE) and other Type I applications. The FORTEZZA PLUS Crypto Card can be utilized for Real-time Media Encryption applications for mass storage, hard disk, floppy disk, CD-ROMs and tape drives.

Speed:

Encryption/Decryption Performance: 80 Mbps for Type 1; 20 Mbps for Type 2.

Interface Requirements:

The FORTEZZA PLUS system integration requires a PCMCIA reader and custom application software. The Secure Terminal Equipment (STE) provides the necessary PCMCIA reader and application software.
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5.  KIV-19A Trunk Encryption Device

PHYSICAL CHARACTERISTICS

Height 1.7"

Width 5.9"

Depth 11.5"

Weight 4.25 lbs

Power:

 Power requirements are 28 VDC Nominal, 30W Maximum Power consumption.

Description:

The Trunk Encryption Device (TED)is functionally equivalent to the KG-194 and the KG-194A. It performs digital data encryption and decryption, employing identical key generators for transmission and reception. It provides cryptographic security for all classifications of digital data traffic at rates from 9.6 Kbps to 13 Mbps. 

Ancillaries:

The CYZ-10 (DTD), KOI-18,

KYK-13 or KYX-15.

Mounting/Power Assemblies:

Two-unit Rackmount with power supply Three-unit Rackmount Power Supply

I/O Connectors

Environment:

The TED is tested to MIL-STD-810D environmental requirements. It does not have nuclear event detection circuitry.

Speed:

9.6Kbps - 13 Mbps.

Keying:

Accepts electronic key from the CYZ-10 (DTD), KYK-13, KYX-15 or KOI-18 and can be loaded with the Data Key in the FIREFLY mode. Also provides traffic flow security, local and remote key updating and automatic synchronization.

Interface Requirements:

In accordance with MIL-STD-188-114.
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6.  KIV-7HSB Bulk Encryption Device

Physical Characteristics

Height 1.68"

Width 5.88"

Depth 8.0"

Weight 3 lbs

Power:

5.0 VDC + 5% operating voltage. Power consumption is 5 watts typical, 8 watts maximum

Environment:

Operating temperature: 0o C to +55o C

Storage temperature: -40o C to +85o C

Humidity: 10 to 90%, Noncondensing

Speed: Up to 2.048 Mbps.

Description:

The Bulk Encryption Device provides secure data communication links among users of personal computers, workstations, facsimile equipment and related electronic equipment. It is interoperable in specified modes with the KG-84, KG-84A, KG-84C, KIV-7 and KIV-7HSA equipment. Its universal half-height disk-drive form factor offers a practical solution for embedded, desktop, and multi-unit rack mount installations, and its standard EIA-530 and RS-232 data interfaces simplify system integration.

Wireline Interface Adapters: WLA-7; WLA-7HS High Speed

Mounting/Power Accessories:

Eight slot 19" Rack with Dual Power Supplies; Four slot 19" Rack with Dual Power Supplies; Four slot 19" Rack with Single Power Supply; Two slot 19" Rack with Dual power Supplies; Two slot 19" Rack with Single Power Supply; AC Power Converter, 120 VAC; AC Power Converter, 220 VAC.

Keying:

DS-101 (DTD) and DS-102 (Common Fill) - KYK-13, KYX-15 and KOI-18.

Interface Requirements:

Standard D-Type rear-panel connectors; Serial Data Interface: EIA-530, RS-232, RS-422/RS-423; Remote Control Interface: RS-485 Multiport bus
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7.  Secure Telephone Equipment (STE)
Physical Characteristics

Height 4.6" 

4.2"

Width 10" 

10"

Depth 9.5" 

9.5"

Weight 7 lbs. 
7 lbs.

Power:

External Power Supply 90-253

VAC, 47-63 Hz, Autoranging Portable

Uninterruptible Power (PUP) system

20 Watts

Description:

Secure communications product for digital networks, consisting of a host terminal (e.g., the desktop phone) and a security core. The basic host is a telephone like terminal providing the communications interfaces and functionality, and is software upgradeable. The security core is a FORTEZZA PLUS card (KOV-14), which must be purchased separately. Certain STE products will be fully interoperable with STU-IIIs, and will eventually replace them. 

The following products are currently available:

Voice and data phone for ISDN and PSTN with STU-III interoperability

Data only unit for ISDN and PSTN with STU-III interoperability

Office and Tacticalversions

Equipment provides secure and non-secure voice and data at digital rates up to 128 kilobits per second (kbps), interoperability with existing STU-IIIs, and a terminal which can be upgraded to add future capabilities.

Ancillaries:

Programmed FORTEZZA Plus cards.

Environment:

Operating Temperature: 0o - 40oC

Operating Rel. Humidity: 10% - 90%

Noncondensing Storage Temperature:

-20o to 60oC

Interface Requirements:

Basic Rate Interface to NI-1, NI-2, NI-3, 5ESS, DMS-100, DEFINITY. Also STU-III PSTN and TRI-TAC/MSE (certain models only). Cryptocard PCMCIA slot.
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8.  Office/STE

Physical Characteristics

Height   5.25” (with Wedge)

Width    10”

Depth    9.5”

Weight   7 pounds

Power

External power supply: 90 to 253 VAC, 47 to 63 hZ; Autoranging; 20 watts Maximum

Security Features

Information protected by Fortezza Plus PCMCIA card (SBU to Top Secret)

Secure Access Control System (SACS) (Access control List and Max/Min Security levels)

Alphanumeric display for ID and Authentication

Tempest compliant

Telephone Security Group (TSG) qualified

Selectable STE Features (Auto-Secure/Secure Only/Traditional; Zeroize Terminal; Terminal Self-Test)

Environmental

Operating Temperature:  0o to 40o C

Operating Relative Humidity: 10% to 90%, non-condensing

Storage Temperature: -20o to 60o C

Interfaces

External Power Supply

EIA –232E/EIA-530A Selectable

Network: ISDN, BRI 2B+D, RJ-45 S/T Interface; PSTN, 2-wire, RJ-11
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9.  Tactical/STE

Physical Characteristics

Height   5.25” 

Width    10”

Depth    9.5”

Weight   7 pounds

Power

External power supply: 90 to 253 VAC, 47 to 63 hZ; Autoranging; 20 watts Maximum; standard EIC connector

Security Features

Information protected by Fortezza Plus PCMCIA card (SBU to Top Secret)

Secure Access Control System (SACS) (Access control List and Max/Min Security levels)

Alphanumeric display for ID and Authentication

Tempest compliant

Telephone Security Group (TSG) qualified

Selectable STE Features (Auto-Secure/Secure Only/Traditional; Zeroize Terminal; Terminal Self-Test)

Environmental

Operating Temperature:  0o to 40o C

Operating Relative Humidity: 10% to 90%, non-condensing

Storage Temperature: -20o to 60o C

Interfaces

External Power Supply

EIA –232E/EIA-530A Selectable

Network: ISDN, BRI 2B+D, RJ-45 S/T Interface; PSTN, 2-wire, RJ-11
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10.  Sectera GSM Wireless Phone
Physical Characteristics

Batteries (Li-Ion)........ 800 mAh

Talk Time....................Up to 259 minutes

Standby Time.............>150 hours

Secure Talk Time........ >2 hours

Weight....................... 119 g.

Volume.......................105 cc.

The Sectéra ® Secure Wireless Phone for GSM provides end-to-end high assurance secure voice and data communications for commercial GSM wireless networks operating in the 900/1800/1900 MHz bandwidths worldwide. The Sectéra Secure Wireless Phone can also be used as a regular wireless phone in the U.S. and abroad, and provides secure voice and data communications with the Sectéra Wireline Terminal connected to an analog desktop phone. The National Security Agency (NSA) has certified the secure phone’s ability to protect classified information up to the Top Secret level using the Type 1 encryption algorithms available to authorized U.S. Government personnel.
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9.  Sectera Wireline Terminal (Type I)

Physical Characteristics

Height   1.3” 

Width    5.0”

Depth    4.6”

Weight  10 oz

Power

110 to 220 VAC; 9 to 30 VDC (Optional DC/DC Adapter); < 5 watts

Environmental

Operational: 0o to +50o C; Storage: -30o to +90o C

Interfaces

RS-232: (9-pin RS-232); PSTN: RJ11; Phone: RJ11

Modem

V.34/V.90

Description

The Sectera Wireline Terminal interfaces with standard analog desk phones and personal computers, providing secure communications for calls placed from Secure Wireless Phones for GSM to analog desk phones.
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	VENDOR
	ITEM
	NOMENCLATURE
	NSN

	
	
	
	

	GD
	FASTLANE
	KG-75A DS-1 FR3
	5810-01-493-1638

	GD
	FASTLANE
	KG-75A DS-3 FR3
	5810-01-493-1642

	GD
	FASTLANE
	KG-75A OC-12 FR3
	5810-01-493-7873

	GD
	FASTLANE
	KG-75A OC-3 FR3 MMMM
	5810-01-493-7872

	GD
	FASTLANE
	KG-75A OC-3 FR3 SMSM
	5810-01-493-7871

	GD
	TACLANE
	KG-175 AC
	5810-01-463-0133

	GD
	TACLANE
	KG-175 AC GBS
	5810-01-473-3009

	GD
	TACLANE
	KG-175 DC
	5810-01-463-0135

	GD
	TACLANE
	KG-175 E100
	5810-01-486-1987

	GD
	SECTERA
	KG-235
	5810-01-497-5974

	GD
	CM6000
	Configuration Manager (KG-235)
	NONE

	GD
	SECTERA
	Sectera Wireline Terminal (SWT)
	5810-01-500-9264

	GD
	GSM
	Secure Wireless Phone
	5810-01-495-1171

	
	
	GSM Ancillaries:
	

	GD
	GSM
	Handset, Kit
	5810-01-497-3706

	GD
	GSM
	Fill Cable, GSM Type1
	5810-01-497-3703

	GD
	GSM
	Software Update Cable
	5810-01-497-3704

	GD
	GSM
	Desktop Charger
	5810-01-497-3705

	GD
	GSM
	Battery 
	5810-01-497-7260

	GD
	GSM
	Handset
	5810-01-497-3702

	GD
	GSM
	Warranty Extended
	NONE

	L3
	OMNI
	OMNI Wireline Terminal
	5810-01-515-8439

	L3
	OMNI
	OMNIxi Wireline Terminal
	5810-01-516-1231

	L3
	STE
	STE (Army Secure Terminal - AST)
	5810-01-466-0902

	MYKOTRONIX
	STE
	KOV-14 (STE FORTEZZA CARD)
	NONE

	L3
	STE
	STE Data
	5810-01-457-0298

	L3
	STE
	STE Office
	5810-01-459-6441

	L3
	STE
	STE (Push To Talk Handset- PTT)
	5810-01-459-6431

	L3
	STE
	STE Tactical
	5810-01-459-6438

	L3
	STE
	STE - R
	5810-01-485-7888

	L3
	STE
	Portable Uninterruptable Power Supply (PUP)
	5810-01-466-0900

	MYKOTRONIX
	KIV-7
	KIV-7
	5810-01-414-6656

	MYKOTRONIX
	KIV-7
	KIV-7 High Speed (HS)
	5810-01-431-8264

	MYKOTRONIX
	KIV-7
	KIV-7 High Speed (HS) A
	5810-01-430-4225

	MYKOTRONIX
	KIV-7
	KIV-7 High Speed (HS) B
	5810-01-487-6582

	
	
	KIV-7 Ancillaries
	

	MYKOTRONIX
	KIV-7
	Wireline Interface Adapter
	NONE

	MYKOTRONIX
	KIV-7
	Power Converters
	NONE

	MYKOTRONIX
	KIV-7
	Crypto Ignition Key
	NONE

	MYKOTRONIX
	KIV-7
	Battery, Lithiium
	NONE

	MYKOTRONIX
	KIV-7
	Cables, 6 ft
	NONE

	Titan/Pulse Engineering
	KIV-7
	Dual Slot Frame w/ 2 power supplies
	NONE

	Titan/Pulse Engineering
	KIV-7
	Dual Unit Power Supply
	NONE

	Titan/Pulse Engineering
	KIV-7
	Four Slot Frame w/ 2 power supply
	NONE

	Titan/Pulse Engineering
	KIV-7
	Eight Slot Frame w/ 2 power supplies
	NONE

	Titan/Pulse Engineering
	KIV-7
	Eight Unit Power Supply
	NONE

	Sypris
	KIV-19
	KIV-19
	5810-01-449-7179

	Sypris
	KIV-19
	KIV 19A
	5810-01-492-5165

	
	
	KIV-19 Ancillaries
	

	Sypris
	KIV-19
	Rackmount (2 unit)
	NONE

	Sypris
	KIV-19
	Rackmount (3 unit)
	NONE

	Sypris
	KIV-19
	Rackmount (2 unit)-EIA530
	NONE

	Sypris
	KIV-19
	Power Supply
	NONE

	Sypris
	KIV-19
	I/O Connectors
	NONE

	Sypris
	KIV-19
	Warranty Extended
	NONE

	Sypris
	KIV-19
	Power Supply Circuit Card Assy
	NONE

	Titan/Pulse Engineering
	KIV-19
	Rackmount (2 unit)
	NONE

	Titan/Pulse Engineering
	KIV-19
	Power Supply (2 unit)
	NONE

	Titan/Pulse Engineering
	KIV-19
	Desktop Single Rackmount
	NONE

	Titan/Pulse Engineering
	KIV-19
	Power Supply (Desktop)
	NONE

	QUALLCOM
	QSEC-800
	Secure Wireless Phone (CDMA)
	5810-01-503-6308

	
	
	QSEC-800 Ancillaries
	

	QUALLCOM
	QSEC-800
	Data Cable
	5810-00-G03-0043

	QUALLCOM
	QSEC-800
	Car power adapter
	5810-01-504-7767

	QUALLCOM
	QSEC-800
	Surveillance Kit
	5810-00-G03-0044

	QUALLCOM
	QSEC-800
	Battery
	5810-01-504-7768

	QUALLCOM
	QSEC-800
	Global Travel Charger
	5810-01-504-7768

	QUALLCOM
	QSEC-800
	Belt Clip
	5810-01-504-7765


