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PERFORMANCE SPECIFICATION

FOR THE

LIGHTING KIT, MOTION DETECTOR (LKMD), AN/GAR-2( )

1.  SCOPE

1.1  Scope.  This specification covers the Lighting Kit, Motion Detector (LKMD), AN/GAR-2( ), formerly termed the Electronic Trip Flare (ETF).

1.2  System Description.  The LKMD will be a simple, compact, modular, sensor-based warning system with programmable responses that can be used either as a tactical stand-alone system or as a supplemental device for use with other security systems or missions.  The LKMD is envisioned as a modular system that includes the following seven hardware items:  one motion sensor module (MSM), two light modules (LM), one remote control module (RCM), one power supply/recharger, spare batteries/battery pack(s), accessories, and carrying case(s).  

The basic system configuration (from this point forward referred to as the Basic LKMD shall consist primarily of the following three hardware items: one MSM, two LMs, and one RCM; all with internal batteries.  In addition, the Basic LKMD shall include a graphical training aid and a carry case.

1.2.1  General System Capabilities.  The LKMD system will be capable of detecting intruders using a remotely located MSM.  The MSM subsequently controls preprogrammed responses ranging from visible illumination (continuous and strobe), infrared (IR) illumination, audible alarm, or a combination of any or all of the above.  In all cases of intruder detection, alarm indication is presented on the Remote Control Module (RCM).

1.3  System Hardware.  The primary components of the LKMD System are the MSM, LM, and RCM.  General descriptions of each of these components are provided below. 

1.3.1  Motion Sensor Module.  The primary function of the MSM is to detect the motion of an intruder (individuals and/or vehicles).  The secondary function of the MSM is the command and control of preprogrammed responses to intruder detection.  This function includes the control of the LMs, generation and forwarding of alarm signals to the RCM, generation of local audio alarms, and communications with the RCM.  The MSM is primarily battery-powered with the capability of accepting external power.

1.3.2   Light Modules.  The LMs provide the illumination response as directed by the MSM.  This response includes visible illumination (continuous or strobe), IR illumination, or a combination of the illumination types.  The LMs are battery-powered.

1.3.3  Remote Control Module.  The RCM is the control module point for the LKMD system.  The functions of the RCM are to monitor system activity, display/annunciate alarm indications, and control system responses to intruder detection.  The RCM is envisioned to be a small hand-held unit.  The RCM is primarily battery-powered with the capability of accepting external power.

1.4  Functional Block Diagrams.  Functional block diagrams of the LKMD system and major hardware items of the Basic LKMD are provided as Figures 1–4 of this specification.
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FIGURE 1.  LKMD system functional block diagram.
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FIGURE 2.  Remote Control Monitor (RCM) functional block diagram.
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FIGURE 3.  Motion Sensor Module (MSM) functional block diagram.
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FIGURE 4.  Light Module (LM) functional block diagram.
2.  APPLICABLE DOCUMENTS

2.1  General.  The documents listed in this section are specified in sections 3, 4, and 5 of this specification.  This section does not include documents cited in other sections of this specification or recommended for additional information or as examples.  While every effort has been made to ensure the completeness of this list, document users are cautioned that they must meet all specified requirements of documents cited in sections 3, 4, or 5 of this specification, whether or not they are listed.
2.2  Government documents.  
2.2.1  Specifications, standards and handbooks.  The following specifications, standards, and handbooks of the exact revision listed below form a part of this specification to the extent specified herein.  

DEPARTMENT OF DEFENSE STANDARDS

MIL-STD-461E
-
Department of Defense Interface Standard, 

Requirements for the Control of Electromagnetic 

Interference Characteristics of Subsystems and 

Equipment, 20 August 1999


MIL-STD-464A
-
Department of Defense Interface Standard, 

Electromagnetic Environmental Effects 

Requirements for Systems, 19 December 2002
(Copies of these documents are available online at http://assist.daps.dla.mil/quicksearch/ or from the Standardization Document Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia, PA  19111-5094.)
2.2.2  Other Government documents, drawings and publications.  The following other Government documents, drawings, and publications of the exact revision level shown form a part of this document to the extent specified herein.  
DEPARTMENT OF DEFENSE


 JTA Version 6.0
-
Department of Defense Joint Technical 
Architecture, 3 October 2003
(Copies of this document are available online at http://jta.disa.mil.)


DEFENSE INFORMATION SYSTEMS AGENCY


COE UIS 

-
Common Operating Environment (COE) User 

Interface Specifications (UIS), Version 4.3, 

31 Decmber 2003
(Copies of this document are available online at https://dod-ead.mont.disa.mil/web/general.jsp.)


DEPARTMENT OF THE ARMY


AR 70-38

-
Research, Development, Test and Evaluation of 

Materiel for Extreme Climatic Conditions, 
(Copies of this document are available online at http://www.usapa.army.mil/USAPA_PUB_pubnum_P.asp.)

SECURITY EQUIPMENT INTEGRATED WORKING GROUP


SEIWG-005A

-
Interface Specification (RF Data Transmission 

Interfaces) for the DoD Base and Installation 

Security System (BISS)

(Copies of this document are available online at http://www.pm-fps.army.mil/reference.htm.)
2.3  Non-Government Documents.  No non-Government documents have been identified in this performance specification.

2.4  Order of Precedence.  In the event of a conflict between the text of this specification and the references cited, the text of this specification takes precedence.  Nothing in this specification, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.

3.  REQUIREMENTS 

3.1  First Article.  When specified, samples shall be subject to first article inspection.

3.2  Design, materials, and manufacturing processes.  Unless otherwise specified, the design, materials, and manufacturing process is the prerogative of the contractor as long as all articles submitted to the government fully meet the operating, interface, ownership, support, and operating environment requirements.

3.2.1  System design.  The LKMD shall make maximum use of existing components and materials, and shall leverage existing manufacturing technologies.  The LKMD shall use non-developmental items (NDI) and commercial-off-the-shelf (COTS) systems to the maximum extent possible.
3.2.1.1.  Components, fittings, and interfaces.  All LKMD system components shall be designed to military or commercial standards so that plugs, fittings, and attachments are not peculiar to the LKMD.  Standard components and interfaces will be used throughout the system to the maximum extent possible.
3.2.1.2  Electronic architecture.  The LKMD electronic architecture shall be modular in design. 

3.3  Operating requirements.  Each LKMD shall provide the following functional, operational, and performance capabilities.

3.3.1  Operating characteristics.  The LKMD MSM motion sensor detects motion within its range/field of view.  It activates a local light/sound system and alerts a remote control module unit.  Attempts to tamper with the LKMD activate an anti-tamper delay annunciation capability.  The control portion of the MSM sets the sensitivity, response, and other features of the sensor unit.  The control portion of the MSM can be operated locally or from the RCM.  The LKMD uses battery power during normal operation and has the capability to use supplemental power sources during extended deployment.  The LKMD carrying case(s) protects the LKMD components.

3.3.1.1  Continuous operation.  The LKMD shall be capable of performing and maintaining five days of continuous operation, including 20 intrusions (detection, response and report) daily.  It shall be capable of a minimum of 100 intrusion activations per 120 hours of continuous operation.  The objective is to perform and maintain seven days of continuous operation, including 30 intrusions daily.

3.3.1.2  Emplacement.  The programmed LKMD shall be capable of being placed into operation by one person within three (3) minutes with an objective of one (1) minute.  The time includes mounting all hardware, utilizing necessary attachment points, aiming motion sensor(s) and lights, establishing an active sensor field, and testing the range of the protected area.

3.3.1.3  Operator training.  The LKMD shall be capable of being emplaced and activated by a new operator (basic operations as defined by the operators manual) after receiving 60 minutes of hands-on training from an experienced operator.  The objective is 30 minutes of training.

3.3.1.4  Recovery.  The LKMD shall be capable of being recovered within three (3) minutes by one person.  The time includes deactivating the anti-tamper, powering off, uninstalling, and collecting deployed LKMD modules.  The objective recovery time shall be one (1) minute.

3.3.1.5  Activation.  The LKMD shall be operational within one (1) minute after activation as a minimum.  The objective is to be operational immediately upon activation.

3.3.2  System requirements.

3.3.2.1  Weight.  The Basic LKMD, as described in paragraph 1.2 of this specification, shall not exceed 1.8 kg (4 lbs.).  The objective weight is 1 kg (2.2 lbs). 
3.3.2.2  Size.  The Basic LKMD shall be no larger than the standard US Army one quart plastic canteen.  Approximate overall dimensions enclosing the standard canteen are 16 centimeter (cm) X 23 cm X 9 cm (6.2 inch [in] X 9.1 in X 3.5 in).  The objective design reduces the size and weight of the LKMD.

3.3.2.3  Color.  The LKMD shall be the color of standard military equipment.  Emplaced components shall be non-reflective and rugged enough to withstand partial burial and camouflaged with material at hand. (e.g. loose debris, grass, leaves, small twigs and sticks, and loose soil).

3.3.2.4  Ruggedness.  The LKMD (including all components) shall withstand operational impacts from airborne/parachute operations, Low Velocity Air Deliverable (LVAD) drops, and accidental drops onto a hard surface (e.g, pavement, concrete, packed dirt, frozen dirt or soil, etc.) from a height of one meter and remain operational.  The objective is to withstand drops of two meters.

3.3.2.5  Waterproofing.  All components of the LKMD shall be waterproofed to withstand immersion to a depth of one (1) meter for 10 minutes without operational degradation.  The objective will be to withstand immersion for one (1) hour without operational degradation.

3.3.2.6  Security capability.  The MSM and RCM shall have an operator controlled security capability that enables operation.  The operator shall be provided a verifiable method of changing identification code(s).

3.3.2.7  Operator controls.  Operator controls shall be available on the MSM and the RCM.  The controls shall enable the operator to configure all of the LKMD capabilities and responses from either module during set up and servicing. 
3.3.2.8  System configuration.  The LKMD must be capable of being configured in a minimum of 16 groups with each group consisting of a minimum of 16 MSMs.  Each MSM will be assigned a group and individual sensor designator.  No MSM will be capable of being assigned to multiple groups at any one time.

3.3.2.9  Installation and recovery.  The LKMD shall be capable of being installed and recovered from both the RCM and the MSM without activating illumination or audible alarms.  Verification that the MSM has been activated or deactivated will be indicated on the RCM and MSM displays.
3.3.2.10  Use in proximity to munitions.  The LKMD components shall be designed for use as close as 2.54 cm (1 in.) from unshielded munitions containing 10 milliampere, no fire current, electro-explosive devices.
3.3.2.11  Transportability.  LKMD components shall be rugged enough to withstand the rigors of handling and stress encountered during operations.  Performance of LKMD components shall not be affected by rough handling while in a rucksack, during airborne operations, or from the vibrations of being transported in vehicles.  

3.3.2.11.1  Carrying cases.  The LKMD shall have durable, soft-sided camouflaged carrying case(s) that shall be capable of carrying and mounting/deploying all LKMD components (the Basic LKMD and all accessories).  All equipment/parts will have designated storage within the LKMD carrying case.  The case(s) shall be compatible with existing and future (modular) load carrying equipment worn by US Army soldiers.  It is required that the case(s) keep the contents dry and provide environmental protection to the LKMD system when it is being transported.

3.3.2.12  Accessories.  Accessories are defined as, but not limited to, component specific mounting hardware and application devices, such as, a photovoltaic panel and a separate strobe light module.
3.3.3  Remote Control Module (RCM) requirements.
3.3.3.1  Control capability.  The RCM shall be the primary method of remotely addressing and controlling the components of assigned LKMD(s).  
3.3.3.1.1  MSM manual addressing.  The RCM shall be capable of manually addressing programmed capabilities to include Radio Frequencies (RF) of an individual MSM or an individual group of MSMs.

3.3.3.1.2  MSM configuration, activation, and deactivation.  The RCM shall be capable of configuring, activating, and deactivating an individual MSM or a group of MSMs simultaneously.

3.3.3.2  MSM monitoring capability.  The RCM shall be capable of monitoring a selected individual group of MSMs.  As an objective the RCM shall be capable of selectively monitoring multiple groups, up to all groups, simultaneously.

3.3.3.3  Alarms.  The RCM shall produce an audible, tactile and a visual signal, selectable in any combination by the operator, indicating an alarm has occurred.  The RCM audible volume and the light intensity shall be adjustable by the operator.
3.3.3.3.1 Alarm data display and retention.  The RCM shall be capable of displaying alarm data from a minimum of four (4) MSMs at one time from the monitored group(s).  As a minimum, the displayed alarm data for an individual MSM shall include the group, individual sensor designator, type of alarm (motion sensor, anti-tamper, low battery), and time of alarm receipt.  The RCM shall retain a minimum of 64 alarm activations for display.  The objective shall be to retain a minimum of 128 alarm activations.  Alarms shall be retained until the operator acknowledges the individual alarm activation.  The RCM shall be capable of recalling and displaying data of individual alarm activations.

3.3.3.4  Range.  The RCM shall be capable of receiving and displaying all sensor messages, alarms or data when located up to a distance of one (1) kilometer (0.622 mile) from other components of the LKMD(s).  The objective distance from other components of the LKMD to the RCM is two (2) kilometers (1.24 miles) or more.
3.3.3.5  Display.  The RCM shall have an easy-to-read display that can be viewed at arms length during the hours of daylight through darkness with or without night vision goggles and while in full Mission Oriented Protective Posture (MOPP) gear.

3.3.3.6  RCM Size.  The RCM shall be capable of being placed into and removed from, using a gloved hand, the chest pocket of a small size US Army Battle Dress Uniform (BDU) jacket.  As an objective, the RCM shall be capable of fitting into the standard issue US Army first aid pouch.

3.3.4  Motion Sensor Module (MSM) requirements.

3.3.4.1  MSM local and remote configuration.  An individual MSM shall be capable of being configured and placed into full functional operation both locally on the MSM and remotely by the RCM.  The MSM shall be capable of being configured and placed into full functional operation without requiring access to an RCM.  Components of the LKMD shall also be capable of being addressed and controlled from the MSM.
3.3.4.2  Probability of Detection (Pd).  The MSM motion sensor shall have a minimum 90% Probability of Detection (Pd) for a single passenger or larger vehicle at a speed up to 72.4 kilometers per hour [kph] (45 miles per hour [mph]).  It shall have a minimum 90% Probability of Detection (Pd) for a fifth percentile female high-crawling, walking or running in a temperate environment and without employing countermeasures.  A fifth percentile, General Forces, female has a height of 152.4 centimeters [cm] (60.0 inches [in]) and weight of 46.4 kilograms [kg] (102 pounds [lbs]).  The objective (Pd) will be 98 percent or more.

3.3.4.3  Detection range.  The MSM motion sensor shall have a range of, at least, 24.4 meters (80 feet) over 90 degrees in azimuth and 20 degrees in elevation.  The objective is a range of 30.5 meters (100 ft), azimuth of 110 – 120 degrees, and 30 degrees in elevation.

3.3.4.4  State-of-health indication.  The MSM shall have the capability of sending a status/fault (“state-of-health”) indication that is time-interval controllable by the operator.

3.3.4.5  False Alarm Rate (FAR).  The FAR for a deployed MSM shall not exceed one false alarm per day in a temperate environment with no animal activity.

3.3.4.6  Anti-tamper capability.  The MSM shall have anti-tamper capability with a delay annunciation connected to the audible alarm, lights and RCM, as selected by the operator.  The delay annunciation will be selectable from a range of 0 to 20 seconds.

3.3.4.7  Audible alarm.  The MSM shall have an audible alarm.  The audible alarm shall serve as a means of notification for an anti-tamper alarm, as well as, the motion sensor alarm.  Either alarm shall have the capability to be deactivated/silenced as selected by the operator.  The anti-tamper/intrusion alarm shall use a sound/tone that is distinctive and will not be confused with Nuclear Biological Chemical (NBC) alarms.
3.3.4.7.1  Audible distance.  The alarm shall be audible at a distance of 200 m (657 feet) in a medium wooded terrain with an ambient level of background noise up to 60 db. 

3.3.4.7.2  Duration.  The duration of the audible alarm shall be a minimum of 10 seconds of sound per alarm activation.  As an objective, the duration of the alarm shall be selectable by the operator from five (5) seconds to 30 seconds in 5-second intervals.
3.3.4.7.3  Distinctive tone(s).  The audible tone shall be distinctive to the LKMD system and shall not be confused with tactical NBC alarm systems.  As an objective, the audible alarm shall have two distinctive tones, one for anti-tamper and one for motion sensor detection.

3.3.4.8  Emplacement.  The MSM shall be capable of free standing (without using mounting attachments) and maintaining a fixed/stable orientation.

3.3.4.9  Supplemental power input.  The MSM shall have a supplemental power input receptacle and be capable of accepting additional power from an external source.

3.3.5  Light Module (LM) requirements.
3.3.5.1  Configuration.  The LKMD shall have two independent LMs.  
3.3.5.1.1  Setup.  Each LM shall be capable of being aimed, separately mounted, and controlled without wires while located up to 5 m (16 ft) from the MSM.  The objective separation is 30.5 m (100 ft) from the MSM.

3.3.5.1.2  Assignment.  Each LM shall be assignable to an individual MSM by the operator with no LM capable of being assigned to multiple MSMs at a given time.

3.3.5.2  Visible illumination.  Each LM, in its area of coverage, shall be capable of sufficient visible illumination to determine that the target is a human and is or is not carrying an unconcealed rifle.  With two LMs, illumination area shall be at least 25% greater than that of the sensor detection range in an open/clear area during clear weather conditions.

3.3.5.3  Infrared illumination.  The LKMD shall have sufficient infrared illumination capability (out to 100 feet) to determine that the target is a human and is or is not carrying an unconcealed rifle.  The illumination area shall be at least 25 % greater than that of the sensor in an open/clear area during clear weather conditions.  Each light shall transmit short wavelength infrared for use by friendly forces equipped with night vision devices without blinding friendly forces.

3.3.5.4  Light activation times.  The LM(s) shall be configurable from both the MSM and the RCM to provide light activation times of 30, 60, 90, and 120 seconds as selected by the operator.  The LMs shall be capable of illumination activation/deactivation on command from the RCM.

3.3.5.5  Daytime deactivation.  The LM(s) shall have an automatic daytime deactivation feature.  As an objective, the daytime deactivation shall be adjustable by operator to ambient light conditions.

3.3.5.6  Strobe light capability.  The LKMD shall have a strobe-type light capability that will disorient or distract an intruder.  The objective shall be to temporarily blind and disable the intruder.  The range of the light will be sufficient to affect an intruder within the motion sensor range.
3.3.5.6.1  Strobe light configuration.  If the strobe light capability is contained in a separate module, it shall not count as part of the basic LKMD configuration for weight limitation.
3.3.6  Communications requirements.

3.3.6.1  Defense Information Infrastructure Common Operating Environment (DII COE)/  Joint Technical Architecture (JTA) compliance.  The LKMD software languages shall comply with the DII COE.  Systems shall comply with the JTA specifications and standards.  Standard components and interfaces will be used to the maximum extent possible.

3.3.6.2  RCM to MSM communications.  RF used by the LKMD shall be selectable and programmable by the operator.  The LKMD shall utilize bi-directional communications between the RCM and MSM to allow the operator to program responses into the MSM(s) and receive alarm signals from the sensors.

3.3.6.2.1  RCM to MSM frequency.  The RCM to MSM RF link shall operate in the very high frequency (VHF) range between 138 and 153 MHz.

3.3.6.2.2  Communications protocol.  The LKMD shall use Security Equipment Integration Working Group (SEIWG) 005A communications protocol.  As an objective, the LKMD shall incorporate Low Probability of Interception (LPI)/ Low Probability of Detection (LPD), and/or establish and maintain a self-repeating communications network for an enhanced system security and communications capability.

3.3.6.3  Spectrum requirements.  All LKMD spectrum dependent systems shall comply with applicable DoD, National, and International spectrum management policies/regulations and shall obtain spectrum certifications to operate in the United States and Possessions (US&P) and throughout the world (i.e.  obtain Host Nation coordination).
3.3.7  Power requirements.
3.3.7.1  Battery Power.  Power for the LKMD system components shall be provided by standard expendable or rechargeable batteries currently in the US Army inventory and readily available through commercial sources.  
3.3.7.1.1  Battery operation.  The LKMD shall perform a minimum 120 hours of continuous operation on a single set of batteries.  The 120 hour continuous operation period shall include a minimum of 100 motion sensor activations (includes 100 sixty-second light activations, 100 ten-second audible alarm activations, and 100 RF communications messages).

3.3.7.1.2  Power status reporting.  The RCM and MSM shall have the capability of accessing and reporting their power status to the operator.  The RCM and MSM shall provide a warning indication of low battery condition..    

3.3.7.1.2.1  RCM low battery/power warning.  The RCM shall report an initial low battery/power warning no less than two hours/no more than four hours prior to the loss of internal power with continuous warnings at 15-minute intervals.

3.3.7.1.2.2  MSM low battery/power warning.  The MSMs shall report an initial low battery/power warning no less than 12 hours/no more than 16 hours prior to the loss of internal power with continuous warnings at 30-minute intervals.

3.3.7.2  Battery charger/power supply.  A battery charger/power supply currently in the US Army inventory or equivalent, available through commercial sources, shall be provided.

3.3.7.2.1  Battery charger/power supply input power.  The LKMD battery-recharger/power supply shall be capable of being operated using a standard military vehicle’s 24-volt electrical system, generator power, and US facility power.  As an objective, the battery-recharger(s)/power supplies shall operate on facilities power worldwide.

3.3.7.3  Battery/power source change/service.  All RCM, MSM and LM settings, including configuration options and historical data, shall be retained when the battery/power source is being changed or serviced.

3.3.7.3.1  Battery replacement.  Batteries shall be capable of being replaced within two minutes under battlefield conditions, without the use of tools.  As an objective, replacement shall be within 30 seconds.

3.3.7.4  Supplemental power input receptacle.  The LKMD MSM must have a supplemental power input receptacle, capable of accepting additional power from the battery-recharger/power supply, a second battery pack, and a photovoltaic array.
3.3.8  Preplanned Product Improvement (P3I) [within four years of Initial Operational Capability (IOC)].

3.3.8.1  Visual assessment capability.  The LKMD system shall provide a visual assessment capability of the intrusion area.  As an objective, the LKMD could provide video streaming equal to duration of illumination setting.

3.3.8.2  Programmable voice chip capability.  The LKMD system shall provide a 20-second programmable voice chip capability.  The objective shall be programming capability through the RCM.

3.3.8.3  Global Positioning System (GPS) capability.  The LKMD system shall incorporate a Global Positioning System (GPS) capability for the location of the MSM accurate to within 10 meters.  The objective shall be to provide automatic registration into the RCM.

3.4  Information Exchange Requirement (IER).

3.4.1  Interoperability.  The LKMD shall have the capability of accurately sending alarm information for display on the Battlefield Anti Intrusion System (BAIS), AN/PRS-9, Hand Held Monitor.  As an objective, the LKMD shall be compatible with future Land Warrior systems and be capable of being effectively integrated into planned and future Battle Command Systems.

3.5  Reliability and Maintainability requirements.  The Reliability and Maintainability (R&M) Requirements and Objectives for the LKMD are presented in Table 1.

	Table I.  LKMD R&M requirements and objectives.


	PARAMETER
	THRESHOLD
	OBJECTIVE

	R System Abort
	0.83
	0.89

	R Essential Function Failure
	0.56
	0.68

	MTTR Unit
MR Unit
	0.5 hours

0.0028 MMH/hour
	0.25 hours

0.0014 MMH/hour


3.6  Durability.  The LKMD, excluding power sources, shall be capable of satisfactory performance after ten years of storage in climatic design types Hot, Basic, and Cold as defined in AR 70-38.

3.7  Climate.

3.7.1  Non-operating.  The LKMD shall be capable of being stored and transported in climatic design types Hot, Basic, and Cold as defined in AR 70-38.
3.7.2  Operating.  The LKMD shall be capable of operation in climatic design types Hot and Basic.  The objective will be to operate in climatic design type Cold.  The LKMD shall be capable of completing 120 hours of continuous operation in wet, humid, temperate, and dry environments (ranging from desert to jungle to cold regions) and during inclement weather conditions of rain, salt spray, sleet and snow.  The objective capability will be to add conditions of blowing dust and sandstorms.

3.8  NBC environment.  The LKMD shall be operable in an NBC contaminated environment by personnel in MOPP IV gear.  The Objective will be for the LKMD to be capable of being decontaminated after exposure to liquid, vapor, and gaseous Chemical and Biological (CB) agents with minimal degradation of capabilities.
3.9  Chemical.  The LKMD components shall be resistant to the effects of chemicals, fluids, and vapors associated with military field operations.

3.10  Electromagnetic Effects.  LKMD components shall be designed in accordance with MIL-STD-461E and MIL-STD-464A.

3.11  Non-Interference.  The LKMD shall be operable at distances greater than 50 m (164 ft) from high-powered radar transmitting/receiving equipment with the threshold that motion sensor(s), lights and communications links will function as designed (without degradation to their performance), and without degradation to the performance of collocated radio and radar equipment.
3.12  Safety.  The LKMD system shall be designed to eliminate or control all potential health hazards.  The system shall not present uncontrolled safety and health hazards to operator or maintenance personnel throughout its life cycle.  All safety hazards shall be eliminated or reduced to an acceptable level of risk to ensure the LKMD system is free from conditions that can cause death, injury, or illness to target audience.

3.12.1  Hazard Marking.  Safety markings and labels shall be provided identifying any potential hazards to personnel. 

3.12.2  Technical Manual Safety Information.  All safety hazards not eliminated through design shall be addressed in the appropriate technical manuals.  Information regarding hazard-avoidance procedures and safety warning labels on equipment shall be included in all manuals.  Maintenance technical manuals shall address replacement procedures for damaged or missing safety labels.

3.12.3  Hazardous Material Exposure.  Hazardous materials that can be exposed to personnel or the environment during any operational (to include fabrication, transportation, and setup or tear-down) or maintenance procedure, or exposed as a result of damage to the equipment, or requiring special disposal procedures, shall be kept to an absolute minimum, consistent with operational requirements.  Non-toxic and environmentally acceptable substitutes shall be used whenever possible.

3.13  Human Factors Engineering (HFE).  Arrangement, size, and shape of operator controls shall permit ready tactile identification and operation in darkness.  The RCM display design shall permit operation under all light level conditions.  Sound Human Factors Engineering principles shall be used in system design to ensure that target audience operators and maintainers are capable of performing required tasks with 95 percent reliability and accuracy.  The operator interface shall provide easy controls for all functions.  To facilitate LKMD performance, HFE shall ensure that detected events are easily recognized by the operator.  Displays that alert the operator to events requiring a response shall be clear and complete.  Sound HFE principles and design requirements shall be used to insure the effectiveness of man-equipment interfaces (e.g., controls, indicators, and displays) and to eliminate unnecessary demands on human skill, training, and manpower.  Reading speed and comprehension level of median high school graduates should dictate the simplicity of displayed information.  Operator input devices should consider the educational skills, technical experience, and dexterity for high school graduates, ages 18 to 24 years.

3.14  Materials and processes.  

3.14.1  Toxic, Hazardous Substances, and Ozone Depleting Chemicals (ODC).  The use of toxic chemicals, hazardous substances, or ODC’s shall be avoided, wherever feasible.

3.14.2  Recycled, Recovered, or Environmentally Preferable Materials.  Recycled, recovered, or environmentally preferable materials should be used to the maximum extent possible provided that the materiel meets or exceeds the operational and maintenance requirements, and promotes economically advantageous life cycle costs.

4.  VERIFICATION
4.1  General.  Throughout this section, reference is made to paragraphs of section 3 of this specification.  Unless otherwise stated, all subparagraphs are included as part of the referenced paragraph number.

4.2  Methods of Verification.  Methods of verification are analysis, examination, and test as defined below:
a.  Analysis.  An element of verification that utilizes established technical or mathematical models or simulations, algorithms, charts, graphs, circuit diagrams, or other scientific principles and procedures to provide evidence that stated requirements were met.
b.  Examination.  An element of verification and inspection consisting of investigation, without the use of special laboratory appliances or procedures, of items to determine conformance to those specified requirements which can be determined by such investigations.  Examination is generally nondestructive and typically includes the use of sight, hearing, smell, touch, and taste; simple physical manipulation; mechanical and electrical gauging and measurement; and other forms of investigation.
c.  Test.  An element of verification and inspection which generally denotes the determination, by technical means, of the properties or elements of items, including functional operation, and involves the application of established scientific principles and procedures.

4.3  Classification of Verifications.  Three classes of test and evaluation will be discussed in the following paragraphs.  These include Design Verification, Prototype Verification Testing, and Production Acceptance Testing.  During all classes of test and evaluation, the government reserves the right to witness and/or perform any of the tests and evaluations set forth in this specification where such inspections are deemed necessary to ensure supplies and services conform to the prescribed requirements.  All test and evaluation data shall be collected in accordance with Contractor prepared, Government approved test plans and procedures.  All test and evaluation data shall be presented in accordance with Contractor prepared, Government approved test reports.  Failure of any assembly, device, component, or test specimen to meet any of the requirements is cause for rejection.  The Government reserves the right to terminate verification upon any failure to meet any of the requirements.

4.3.1 Design Verification (PQT).  Design verification, often referred to as developmental test and evaluation, shall be conducted on the LKMD System Development and Demonstration (SDD) prototype system, referred to herein as the prototype system.  The purpose of design verification is to verify that the prototype system meets or exceeds the performance requirements of this specification.  Design verification shall be conducted in three levels of Production Qualification Testing (PQT).  These include Component Production Qualification Testing (PQT-1a), System Factory Production Qualification Testing (PQT-1b), and System Field Production Qualification Testing (PQT-2).

Design verification shall include analysis, examination, and testing as identified in Table 2 and shall be conducted in accordance with the methods specified below and with Contractor prepared, Government approved, test plans and procedures.  The methods of test and evaluation required for design verification are contractor performed analysis, examinations, and tests as defined below:
a.  Contractor performed analysis (A).  The Contractor shall provide an analysis which describes how the prototype system was designed and produced to meet the requirements marked with a “x” in the A column of Table 2.  The details of the analysis shall be provided in the test plan and the results of the analysis shall be included in the test report.

b.  Tester performed examinations (E).  The Tester shall perform the examinations marked with a “x” in the E column of Table 2.  The details of the examinations shall be provided in the test plan and the results of the examinations shall be included in the test report.

c.  Tester performed test (T).  The Tester shall perform the tests marked with a “x” in the T column of Table 2.  The tests shall be described in the test plan; test details shall be provided in the test procedure; and results of the tests shall be included in the test report.

4.3.1.1  Component Production Qualification Testing (PQT-1a).  PQT-1a is conducted to verify the performance of individual components of the prototype system.  PQT-1a shall be performed as required by Table 2 and by the applicable paragraphs of this specification.  PQT-1a shall be conducted at the Contractor’s facility.

4.3.1.2  System Factory Production Qualification Testing (PQT-1b).  PQT-1b is conducted to verify the performance of the prototype system as a unified entity and is structured to demonstrate the proper integration of all system components.  PQT-1b shall be performed as required by Table 2 and by the applicable paragraphs of this specification.  PQT-1b shall be conducted at the Contractor’s facility and appropriate environmental test facility.

4.3.1.3  System Field Production Qualification Testing (PQT-2).  PQT-2 shall be performed to assess the prototype system’s performance in the field and to determine if the design meets the performance requirements.  PQT-2 shall be performed as required by Table 2 and by applicable paragraphs of this specification.  PQT-2 shall be conducted by the Government at a US Army Test and Evaluation Command (ATEC) test site (TBD) with contractor support.

4.3.1.4  Logistics Demonstration (LD).  A logistics demonstration shall be conducted by the contractor, under government supervision, in accordance with approved Logistics Demonstration Plan.  A LD is the nondestructive disassembly and re-assembly of a system using its related peculiar/specific Test, Measurement, and Diagnostic Equipment (TMDE), training devices, and support equipment.  The system, its peculiar tools and TMDE, selected Test Program Sets (TPS), Associated Support Items of Equipment (ASIOE), and its System Support Package (SSP) will be evaluated as a system.  The LD combines selected analysis, evaluations, demonstrations, and tests tailored to each acquisition program.  The purpose of the LD is to-

(1) Evaluate the supportability of the materiel design.

(2) Evaluate the adequacy of maintenance planning for the system (such as maintenance concept, task allocation, troubleshooting procedures, and so forth) and its peculiar support equipment.

(3) Evaluate the preliminary SSP, including interface compatibility of the TMDE and the support equipment with the materiel system.

(4) Review the technical publications.

(5) Validate and update Logistics Management Information (LMI).

(6) Evaluate the embedded diagnostics Built-in Test/Built-in Test Equipment (BIT/BITE), TMDE, TPS, and diagnostic procedures in the Technical Manual (TM), including detection of faults inserted in the system components.

(7) Perform a BIT/BITE demonstration to show that the self-testing capabilities of the equipment will meet system specifications when fielded.  A set of faults will be selected through a random process weighted to represent predicted failure rates.  The faults will be introduced into production configuration equipment and the results evaluated.  BIT/BITE will be used to the maximum extent where cost effective.

If the LKMD for some reason requires field level maintenance and is not a throw away the LD will include a Maintainability Demonstration.

4.3.1.5  Early User Assessment (EUA).  The EUA shall be conducted by the Government at an ATEC test site (TBD) with contractor support.
4.3.2  Production Representative Articles (PRA) Verification.  PRA verification testing shall be conducted on the LKMD Low Rate Initial Production (LRIP) systems, referred to herein as the LKMD LRIP system.  The purpose of PRA verification is to verify that the LRIP system meets or exceeds the performance requirements of this specification.  PRA verification shall be conducted in three levels of Production Verification Testing (PVT).  These include Component Production Verification Testing (PVT-1a), System Factory Production Verification Testing (PVT-1b), and System Field Production Verification Testing (PVT-2).  PRA verification testing shall be conducted using analysis, examination, and test as described in paragraph 4.3.1

4.3.2.1  Component Production Verification Testing (PVT-1a).  PVT-1a is conducted to verify the performance of individual components of the LRIP systems.  PVT-1a shall be performed as required by Table 2 and by the applicable paragraphs of this specification.  PVT-1a shall be conducted at the Contractor’s facility.

4.3.2.2  System Factory Production Verification Testing (PVT-1b).  PVT-1b is conducted to verify the performance of the LRIP system as a unified entity and is structured to demonstrate the proper integration of all system components.  System test and evaluation shall be performed as required by Table 2 and by the applicable paragraphs of this specification.  PVT-1b shall be conducted at the Contractor’s facility and appropriate environmental test facility.

4.3.2.3  System Field Production Verification Testing (PVT-2).  The system field test shall be performed to assess the production prototype system’s performance in the field and to determine if the design meets the performance requirements.  System field testing shall be performed as required by Table 2 and by applicable paragraphs of this specification.  The Government shall conduct PVT-2 at an ATEC test site (TBD) with contractor support.
4.3.3  Production Acceptance Verification.  Production acceptance testing shall be conducted on the LKMD Full Rate Production (FRP), referred to herein as the production system.  The purpose of production acceptance verification is to verify that the FRP system meets or exceeds the performance requirements of this specification.  Production acceptance verification shall be conducted in three levels of Production Acceptance Testing (PAT).  These include Component Production Acceptance Testing (PAT-1a), System Factory Production Acceptance Testing (PAT-1b), and System Field Production Acceptance Testing (PAT-2).  Performance verification testing shall be conducted using analysis, examination, and test as described in paragraph 4.3.1

4.3.3.1  Component Production Acceptance Testing (PAT-1a).  PAT-1a is conducted to verify the performance of individual components of the FRP systems.  PAT-1a shall be performed as required by Table 2 and by the applicable paragraphs of this specification.  PAT-1a shall be conducted at the Contractor’s facility.

4.3.3.2  System Factory Production Acceptance Testing (PAT-1b).  PAT-1b is conducted to verify the performance of the FRP system as a unified entity and is structured to demonstrate the proper integration of all system components.  PAT-1b shall be performed as required by Table 2 and by the applicable paragraphs of this specification.  PAT-1b shall be conducted at the Contractor’s facility and appropriate environmental test facility.

4.3.3.3  System Field Production Acceptance Testing (PAT-2).  PAT-2 shall be performed to assess the production system’s performance in the field and to determine if the design meets the performance requirements.  PAT-2 shall be performed as required by Table 2 and by applicable paragraphs of this specification.  PAT-2 shall be conducted by the government at an ATEC test site (TBD) with contractor support.
4.4  Quality Verification.  Test samples may undergo any or all of the tests listed in Table 2 and be verified for compliance with any or all of the requirements of the LKMD Performance Specification.
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	3.3.4.7.3  Distinctive tone(s)
	
	
	X
	X
	X
	X
	
	X
	X
	
	X
	X
	X
	X
	

	3.3.4.8  Emplacement
	
	
	X
	X
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.3.4.9  Supplemental power input
	
	
	X
	X
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.3.5  Light Module (LM) requirements
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	X

	3.3.5.1  Configuration
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.3.5.1.1  Setup
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.3.5.1.2  Assignment
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.3.5.2  Visible illumination
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	X
	

	3.3.5.3  Infrared illumination
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	X
	

	3.3.5.4  Light activation times
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.3.5.5  Daytime deactivation
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.5.6  Strobe light capability
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.5.6.1  Strobe light configuration
	X
	X
	
	X
	
	
	
	
	
	
	
	
	
	
	

	3.3.6  Communications requirements
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	X

	3.3.6.1  Defense Information Infrastructure Common Operating Environment (DII COE)/  Joint Technical Architecture (JTA) compliance
	X
	X
	
	X
	
	X
	
	
	
	
	
	
	
	
	

	3.3.6.2  RCM to MSM communications
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.6.2.1  RCM to MSM frequency
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.3.6.2.2  Communications protocol
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3.3.6.3  Spectrum requirements
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3.3.7  Power requirements
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	X

	3.3.7.1  Battery Power
	
	X
	
	X
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.3.7.1.1  Battery operation
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.3.7.1.2  Power status reporting
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.7.1.2.1  RCM low battery/power warning
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.7.1.2.2  MSM low battery/power warning.
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.7.2  Battery charger/power supply
	X
	X
	
	X
	
	
	
	
	
	
	
	
	
	
	

	3.3.7.2.1  Battery charger/power supply input power
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.7.3  Battery/power source change/service
	
	
	X
	X
	
	X
	X
	
	X
	X
	
	X
	X
	
	

	3.3.7.3.1  Battery replacement
	
	
	X
	X
	
	X
	
	
	
	
	
	
	X
	
	

	3.3.7.4  Supplemental power input receptacle
	
	
	X
	X
	
	X
	
	
	
	
	
	
	X
	
	

	3.3.8  Preplanned Product Improvement (P3I) 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	X

	3.3.8.1  Visual assessment capability
	
	
	X
	X
	X
	X
	
	X
	X
	
	X
	X
	
	X
	

	3.3.8.2  Programmable voice chip capability
	
	
	X
	X
	X
	X
	
	X
	X
	
	X
	X
	
	X
	

	3.3.8.3  Global Positioning System (GPS) capability
	
	
	X
	X
	X
	X
	
	X
	X
	
	X
	X
	
	X
	

	3.4  Information Exchange Requirement (IER)
	
	
	X
	
	
	
	
	
	
	
	
	
	
	X
	

	3.4.1  Interoperability
	
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.5  Reliability and Maintainability requirements
	X
	
	X
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.6  Durability
	X
	
	
	
	
	
	
	
	
	
	
	
	X
	
	

	3.7  Climate
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	X

	3.7.1  Non-operating
	
	X
	
	
	X
	
	
	X
	
	
	X
	
	X
	
	

	3.7.2  Operating
	
	X
	
	
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.8  NBC environment
	
	
	X
	
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.9  Chemical
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	3.10  Electromagnetic Effects
	
	
	X
	
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.11  Non-Interference
	
	
	X
	
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.12  Safety
	
	X
	X
	
	
	X
	
	
	X
	
	
	X
	X
	
	

	3.12.1  Hazard Marking
	
	X
	
	
	X
	
	
	X
	
	
	X
	
	X
	
	

	3.12.2  Technical Manual Safety Information
	
	X
	
	
	X
	
	
	X
	
	
	X
	
	X
	
	

	3.12.3  Hazardous Material Exposure
	
	X
	
	
	X
	
	
	X
	
	
	X
	
	X
	
	

	3.13  Human Factors Engineering (HFE)
	
	X
	
	
	X
	X
	
	X
	X
	
	X
	X
	X
	
	

	3.14  Materials and processes
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	X

	3.14.1  Toxic, Hazardous Substances, and Ozone Depleting Chemicals (ODC)
	X
	X
	
	X
	X
	
	
	
	
	
	
	
	X
	
	

	3.14.2  Recycled, Recovered, or Environmentally Preferable Materials
	X
	X
	
	X
	X
	
	
	
	
	
	
	
	X
	
	


5.  PACKAGING  
For acquisition purposes, the contract or order shall specify packaging requirements.  When DOD personnel perform material packaging, those personnel need to contact the responsible packaging activity to ascertain requisite packaging requirements.  The Inventory Control Point packaging activity within the Military Department of Defense Agency, or within the Military Department’s System Command, maintains packaging requirements.  Packaging data retrieval is available from the managing Military Department’s or Defense Agency’s automated packaging files, CD-ROM products, or by contacting the responsible packaging activity

6.  NOTES  

6.1  Definitions.
6.1.1  False Alarm.  A false alarm is an alarm event that is not caused by any intrusion signal falling within the design parameters of the sensor.  Typically, a false alarm is due to an equipment malfunction or failure.  Extreme environmental events can also cause a false alarm.

6.1.2  Nuisance Alarm.  A nuisance alarm is an alarm event that is caused by signal that falls within the design parameters of the sensor but is not due to an intruder.  The sources of nuisance alarms can usually be attributed to animals, electrical disturbances, environmental changes, operator failure, or other determinable causes.  Nuisance alarms are typically resolved through operational means or physical/environmental changes such as relocation and/or sensitivity adjustments.
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