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1. Scope

This Statement of Work (SOW) is for the continued evolution of the Force XXI Battle Command Brigade and Below (FBCB2) System from delivery of the FBCB2 Version 6.4 (V6.4) Software under the previous Systems Engineering and Integration (SE&I) contract (DAAB07-01-D-E502) to the FBCB2 Product Line Objective Architecture (PLOA) and its associated products.  The FBCB2 PLOA will provide a modular and scalable infrastructure to enhance system interoperability and performance attributes.  This SOW covers all activities required to evolve the FBCB2 system from the V6.4 baseline to the FBCB2 PLOA.  In order to successfully meet early product milestones, the FBCB2 PLOA will be delivered incrementally with increasing capabilities and functionality over a period of five years from date of award.  Although the PLOA will be incrementally delivered, it is important to note that the FBCB2 Product Line Objective Architecture must be developed as a complete design with each enhancement building on top of the previous one to ensure that the overall objectives of the PLOA and requirements are met as jointly defined by the Government, Northrop Grumman, and the Software Engineering Institute (SEI).  

For this SOW, the Government requires one System Integrator, with Total System Responsibility (TSR), that can leverage the past investment, integrate software and hardware, verify operations in a representative tactical environment, and deliver the FBCB2 PLOA with enhanced capabilities in the timeframes established for the FBCB2 program.  The contractor shall perform each Delivery Order (DO) task with a TSR approach solution for the development and integration activities and products associated with each Delivery Order, as well as related system elements that are managed and controlled through the Program Manager (PM) FBCB2 organization.  To ensure TSR, the contractor shall use this SOW as the foundation in responding to each Delivery Order.  TSR, as defined by this SOW, includes 1) defining the system architecture; 2) defining, modeling, developing, and integrating the Tactical Internet (TI) architecture; 3) developing and maintaining software for FBCB2 Vehicle applications (stand-alone and embedded), FBCB2 Operations Center applications, and other FBCB2 target products (e.g., Commander’s Digital Assistant (CDA), Dismounts, Joint Blue Force Situational Awareness (JBFSA), Air Warrior); 4) designing and developing hardware prototype initiatives; 5) integrating and testing the software in the designated host platforms (e.g., vehicles, weapons systems, and airborne platforms), as well as with external interface systems (e.g., Army Battle Command Systems (ABCS); and 6) providing the associated technical publications and training for the software products.  The contractor is responsible for the integration of the FBCB2 products in computer systems and application and support software, into a single system solution, which fits into, and forms a major subsystem of the FBCB2 solution.  These computer systems and application and support software may be acquired under this contract or a separate contract to another organization.  The contractor shall provide technical support to external organizations (e.g., Abrams PM and associated support contractors) in the integration of the FBCB2 products into target host platforms.  In addition, to ensure a smooth integration process, the contractor shall support technical reviews of external systems and supporting hardware functionality and/or planned enhancements (e.g., solid state hard drives, Universal Serial Bus (USB) 2.0) to identify potential deficiencies in the end product that will result in the FBCB2 application / system being inoperable with that product.  The contractor shall provide recommendations for resolving these potential deficiencies to the Government.   

The FBCB2 contractor shall propose a system solution in response to this SOW (i.e., system design, software development, hardware prototype design and development, integration and test, integrated logistic support development, and training development). The contractor shall have the responsibility as the brigade-and-below integration contractor for the Army, excluding Tactical Operations Centers (TOCs).  Effort performed under this contract must address the unique requirements associated with each applicable FBCB2 PLOA product to include as a minimum FBCB2 Vehicle, FBCB2 Operations Center, and FBCB2 Dismounts. 

FBCB2 is being developed in a system of systems environment.  Other systems composing the environment include the ABCS systems; various weapon system platforms, such as Bradley, Abrams, STRYKER, Aviation, and Land Warrior/Air Warrior; emerging sensors and sensor systems; network systems, such as the Tactical Internet Management System (TIMS); improving and new communications systems, such as Joint Tactical Radio System (JTRS), Enhanced Position Location Reporting System (EPLRS) and L-Band Satellite system; and joint and coalition systems, including the emerging JBFSA.  Similar systems may be identified by the Government to be part of the system of systems environment.  Each of these systems has a specific problem set and a possible development cycle.  The contractor must optimize and, where applicable, propose a development cycle, product delivery schedule and fielding methodology, which are optimal within the synchronization constraints paying particular attention to backward compatibility.  The contractor shall perform system engineering and integration tasks for each FBCB2 product to assure hardware/software compatibility, and that system performance and system readiness requirements are met.  The Government requires system engineering and integration support in evolving the FBCB2 capability to meet the requirements defined in the Operational Requirements Document (ORD) and the User Functional Document (UFD).  

The contractor shall be responsible, in coordination with the Government, for refining and/or establishing the technical, operational and system architectures, the TI design and related TI network management, hardware prototype design and development, software development and maintenance, integration of the FBCB2, and the assessment of PLOA performance to provide Situational Awareness (SA) and Command and Control (C2) information functions across the digital battlefield.

The contractor shall analyze and refine the Government's requirements, and perform the necessary design, integration, and testing to ensure end-to-end performance and operational integrity of the FBCB2 PLOA to include hardware, software, and the Tactical Internet.  In turn, the PLOA shall be designed and engineered within the overall context of the System of Systems including the ABCS architecture, weapons platforms sensor systems, and joint and coalition C2 systems to provide seamless interfaces.   Interfaces to all external systems shall be via Variable Message Format (VMF) messages and Extensible Markup Language (XML), unless otherwise specified.  The contractor shall work with all organizations in the development of techniques for interfaces and interoperability between the FBCB2 and the ABCS systems (i.e., All Source Analysis System (ASAS), Advanced Field Artillery Tactical Data System (AFATDS), Maneuver Control System (MCS), Battle Command Sustainment and Support System (BCS3), and Air and Missile Defense Workstation (AMDWS)).         

The contractor shall continue to be externally assessed at Software Engineering Institute (SEI) Capability Maturity Model Integration (CMMI) Level 5.  The intent of this contract is to procure capability through a sequence of Delivery Orders.  The contractor shall perform the requirements for the tasks herein as authorized by individual Delivery Orders, which will be issued from time to time during the performance period in accordance with the terms of this contract and within the scope of this SOW. As applicable, the contractor shall utilize existing documentation delivered by the contractor under the SE&I contract (DAAB07-01-D-E502) to facilitate deliverables under this contract.

2. Documentation

2.1 applicable documents

The following documents form a part of this SOW to the extent specified herein.  The exact date and issue specified shall be the version applicable to this SOW unless specified otherwise in the Delivery Order.  In the event of conflict between the applicable documents and this SOW, the SOW shall take precedence. 
Army Regulation (AR) 25-2, Dept. of Army, Information Assurance, dated 14 November 2003

AR 25-30, The Army Publishing Program, dated 16 March 2004

AR 190-13, Dept. of Army, The Army Physical Security Program, dated 22 September 1995

AR 380-5, Dept. of Army, Information Security Program, dated 29 September 2000

AR 380-10, Dept. of Army, Foreign Disclosure and Contacts with Foreign Representatives, dated 6 June 2003

AR 380-67, Dept. of Army Personnel Security Program Regulation, dated 20 July 1989

Communications and Electronics Command (CECOM) Regulation 380-16, Industrial Security Program Requirements for Classified Contracts

Department of Defense Memorandum No. 6-85-10, Department of Defense Global Information Grid Information Assurance, dated 16 June 2000

Department of Defense (DOD) Directive 5200.40, Department of Defense Information Technology Security Certification and Accreditation Process, dated 30 November 1999

Department of Defense, 5220.22-M, National Industrial Security Program – Operating Manual (NISPOM), dated January 1995, Change Two (dated 1 May 2000)

Department of Defense Instruction (DODI) 8500.2, Information Assurance Implementation, dated 6 February 2003

Department of Defense Interface Standard Variable Message Format (VMF) Technical Interface Design Plan (Test Edition), (Reissue 5), dated 18 January 2002

Government Services Agency Report, titled “Best Practices: Better Management of Technology Development Can Improve Weapon System ” dated July 1999

Military Standard (MIL-STD)-188-220C, Digital Message Transfer Device, Subsystems, dated 15 March 2002

MIL-STD-882D, DOD Standard Practices for System Safety, dated 10 November 2000

MIL-STD-2361A(AC), Department of Defense Interface Standard, Digital Publications Development, dated 31 May 2000

MIL-STD-40051A™, Department of Defense Standard Practice, Preparation of Digital Technical Information for Multi-Ouput Presentation of Technical Manuals, dated 2 March 1999

National Security Agency, Information Systems Security Organization document, “Controlled Access Protection Profile Version 1.d.”, dated 8 October 1999

Training and Doctrine Command (TRADOC) Regulation 350-70, Army System Approach to Training Management, Processes and Products, dated 9 March 1999

Department of Army, Director of Information Systems for Command, Control, Communications and Computers correspondence, Subject:  Digitized Force Certification and Accreditation Guidance, dated 21 October 1999

Program Executive Office Command, Control and Communication (Tactical)  (PEO C3T) Information Assurance (IA) Policy for Developmental Systems, dated 22 March 2004

Department of Army, Director of Information Systems for Command, Control, Communications & Computers correspondence, Subject:  Intra-Army Interoperability Certification, dated 3 December 2000

Joint Technical Architecture (JTA), Version 6.0, dated 30 October 2003

Joint Technical Architecture – Army, Version 6.5, dated 10 May 2002

Defense Information Infrastructure (DII) Common operating Environment (COE) Integration and Run Time Specification (I&RTS), 4.2.4 DRAFT dated June 2003

Force XXI Battle Command Brigade and Below (FBCB2) Operational Requirements Document (ORD), dated 26 March 200

Force XXI Battle Command Brigade and Below (FBCB2) User Functional Description (UFD), Version 3.1, dated February 1999

Sharable Courseware Object Reference Model (SCORM), Version 1.3, dated January 2004
ABCS Interactive Multimedia Instruction (IMI) Style Guide, dated 23 March 2001

Army Training Information Architecture (ATIA) compliance Standards, Version 3.1, dated 19 April 2002

2.2 Contract Data Requirements List - dd form 1423-1

The Contract Data Requirements List (CDRL) DD Form 1423-1s have been incorporated.  Applicable CDRL numbers have been referenced throughout this SOW.

3. system engineering and integration

The contractor shall perform system engineering and integration (SE&I) tasks to assure hardware/software compatibility, system performance and system readiness requirements are met.  The Government requires SE&I support in evolving the FBCB2 capability from the V6.4 capability to meet the requirements defined in the ORD and UFD.  This SOW outlines the SE&I support for each of the components of the FBCB2:  hardware prototypes, software, and the supporting communications and associated networks.  This system will use digital tactical communications that will support combined-arms operations in war and operations-other-than-war.  

The contractor shall be responsible, in coordination with the Government, for refining and/or establishing the technical, operational and system architectures, the TI design and related TI network management, hardware prototype design and development, software development and maintenance, integration of the FBCB2, and the assessment of “total system” PLOA performance to provide Situational Awareness (SA) and Command and Control (C2) information functions across the digital battlefield.

The contractor shall analyze and refine the Government's requirements, and perform the necessary design, integration, and testing to ensure end-to-end performance and operational integrity of the FBCB2 PLOA products to include hardware prototypes, software, and the Tactical Internet.  In turn, this system shall be designed and engineered within the overall context of the System of Systems including the ABCS architecture, weapons platforms sensor systems, and joint and coalition C2 systems to provide seamless interfaces.   The system implementation shall be compliant to the Joint Technical Architecture (JTA) and the Defense Information Infrastructure Common Operating Environment (DII COE) and shall support the transition to the Global Information Grid Enterprise Services (GIGes)/ Net-Centric Enterprise Services (NCES), Integration and Runtime Specification (I&RTS)) as applicable. Interfaces to all external systems shall be via VMF and XML messages unless otherwise specified.  The contractor shall work with all organizations in the development of techniques for interfaces and interoperability between the FBCB2 and external systems.    

3.1 system engineering management plan

The contractor shall develop / update a System Engineering Management Plan (SEMP) in accordance with (IAW) CDRL S001, which reflects the overall SE&I effort across all disciplines. The SEMP shall cover all of the contract years, and fully discuss all the disciplines necessary for the successful completion of all contract requirements.  The SEMP shall describe an orderly series of program activities (e.g., investigations, experiments, demonstrations, analyses, hardware prototype design and development, software development, modeling and simulation, integration, and testing) that will provide an engineering road map for system products leading from V6.4 to the PLOA requirement.  The contractor shall include or point to its full management structure and associated responsibilities within the SEMP (as example, this can also be accomplished via references to the Program Management Plan).   The SEMP shall address the contractor’s approach to software development, hardware prototype design and development, hardware/software integration, technology insertion (i.e., hardware, software, etc.), risk identification and mitigation, technical performance measurement, system integration and testing, quality control, configuration management, full life-cycle (to include combat operations and operations-other-than-war) logistics support planning, and training.  The SEMP shall address all program activities and relationships, the inter-relationship between program activities that clearly delineate, establish, and control program activity as a fully synchronized, cohesive effort.

 The SEMP shall describe the method by which the FBCB2 product integration will be coordinated among the product end item Program Managers (PMs) (e.g., Land Warrior), platform Program Managers (e.g., Abrams), PM FBCB2, and participating support contractors.  The SEMP shall contain and reflect coordinated FBCB2 program activities related to the interface with the appropriate joint and coalition C2 systems.  It shall define the contractor’s plan for affecting these interfaces as they are delineated.
3.2 Requirement ANalysis and Definition

3.2.1 Requirements Traceability Matrix and Management 

The system requirements documentation includes the ORD and the UFD, as well as documentation generated under previous contracts and/or Delivery Orders.  The contractor shall perform / update, in close coordination with the Government, a decomposition of the ORD and the UFD to isolate and track the status of each discrete explicit and implicit requirement contained within these documents.  The contractor shall input the results of this decomposition into an automated requirements traceability and management tool to ensure and track satisfaction of all requirements and the allocation of these requirements to system / software products.  In addition, the contractor shall perform mission operational thread analyses to ensure satisfaction of the user requirements.  The Requirements Traceability Matrix shall be submitted IAW CDRL S002.

3.2.2 Incremental Implementation Plan

The contractor shall generate / update the phased Incremental Implementation Plan (IIP) IAW CDRL S003.  It will be a living document updated annually or at the Government’s direction and will become the controlling document for each system / software product release.  The IIP shall articulate the details of each system / software product release to evolve the FBCB2 system over time to meet the ORD requirements along with the evolving development objectives set forth in this SOW and its associated Delivery Orders.  The IIP shall factor in user priority, availability of technology, availability of other systems for interface, maturity of other system development, and funding constraints at a minimum.  The IIP shall include a description of the functionality incorporated in each product release described in common language.  The IIP shall align with all trade studies, Modeling and Simulation (M&S) efforts, and engineering analyses to support the functionality planned for each product release.  The IIP shall address software, hardware prototypes, TI, system, and interface additions, modifications and upgrades.  The IIP for future product releases is intended to be a working guide to the evolution of the system over time.  Actual implementation details will be documented in appropriate design documents like the System / Segment Design Document (S/SDD), etc.

3.2.3 Architectural Description and Operations Concept Document

The contractor shall perform studies and analyses to support the development of the FBCB2 products and supporting Tactical Internet subsystems.  The contractor shall develop / update the Architectural Description and Operations Concept Document (ADOC), IAW CDRL S004, to describe the Army’s digital battlefield capabilities.  The ADOC shall address, contain, and consolidate the architectural concepts to be implemented and the functional requirements to be satisfied by each system product release.  The Government will have primary responsibility for the Operational and Technical Architecture.  The contractor shall have primary responsibility for the System Architecture. 

3.2.4 System/Segment Design Document 

The contractor shall develop / update the System / Segment Design Document (S/SDD) to decompose the ADOC, as identified in this SOW.  The S/SDD shall contain the highest-level design information for the system.  It shall also describe the operational and support environment under which the system will execute, and shall be written IAW CDRL S005.  An updated S/SDD shall be submitted for each major product release.

3.3 tactical internet development

The contractor shall continue the development of the TI towards the ORD performance requirements.   The contractor shall ensure FBCB2 performance is not degraded when sharing the TI resources with other systems such as AFATDS, BCS3, Standard Army Management Information System (STAMIS), etc.  The network approach shall be scaleable to accommodate a greater variety of radios and/or satellites, a larger number of nets, a larger force structure, etc. 

3.3.1 Supporting Communications Media

The contractor shall use both existing and emerging tactical communications systems (e.g., Single Channel Ground and Airborne Radio System (SINCGARS) (ground, airborne, and hand-held), Internet Controller (INC), EPLRS, Mobile Subscriber Equipment (MSE), Near Term Digital Radio (NTDR), High Frequency (HF), Wireless Local Area Networks (LANs), JTRS, Satellite Communications (SATCOM) systems (e.g., Military Satellite Communications (MILSATCOM) and L-Band), and Unmanned Aerial Vehicles (UAVs), etc.) in designing and engineering the information management infrastructure for FBCB2 system implementations.  The contractor shall integrate these communications devices into the TI, as appropriate, to achieve TI Architecture requirements and Key Performance Parameters.  The TI, as defined by the contractor, will include the systematic usage of communications devices, routers, protocols, network management and configuration methods, and operational concepts.  Special consideration shall be given to rovers (e.g., military police, maintenance units) and fast-movers (e.g., aviation airborne units). 

3.3.2 Communications Protocol for Combat Net Radio

The contractor shall continue to engineer the FBCB2 system to use MIL-STD-188-220 and its updates as the basis for Combat Net Radio (CNR) communications functional and performance requirements.  The contractor shall support PM FBCB2 in working with the CNR development team to define, model, and specify further enhancements to the CNR systems.  The contractor shall support PM FBCB2 through active participation in the CNR Working Group.

3.3.3 Other Communications Protocols

The contractor shall plan and engineer the FBCB2 system to utilize communications protocols appropriate to the Government-identified radio and SATCOM systems that comprise the TI.  The contractor shall actively search the technical market place for new and emerging protocols appropriate to the TI to enhance the performance and reliability of the FBCB2 communications infrastructure.  The contractor shall continue to provide requirements to the Naval Research Laboratory (NRL) and maintain a technical liaison for continued enhancement of the Multicast Dissemination Protocol (MDP) V2 Protocol in support of FBCB2 development.

3.3.4 Variable Message Format

The contractor shall implement the VMF formatted message and maintain compliancy with the evolving Technical Interface Design Plan (TIDP).  During the development, the contractor shall analyze the formats and make recommendations for changes or improvements to comply with FBCB2 needs.  The contractor shall support the Government in the various working groups / configuration control boards (CCBs), and prepare written recommendations for changes to the VMF standards for coordination within the Government.  This process shall continue throughout system development, as required by PM FBCB2.  The objective of this activity is to maintain a VMF-compliant parser for FBCB2 consistent with the synchronized system of systems development strategy of the Army and to ensure joint and coalition system interoperability. 

3.3.5 Networking

The FBCB2 TI is an evolving network of computer systems, battle command functions, and communications that presents challenges in network management, and in the means of providing horizontal and vertical data exchanges.  The contractor shall continue to evolve the network management of the lower TI.  Primary communications network management will reside with the PM Wide Area Information Network-Tactical (WIN-T).  The contractor, however, is responsible for maintaining a close working relationship with the WIN-T and the TIMS development effort to ensure that network management software continues to provide functions and services to demonstrate reliable operation in the presence of both FBCB2 system and communications failures.  The objective is to provide the necessary network dependability and security to sustain operations under tactical conditions.  The contractor shall continue to evolve FBCB2 monitoring and management functions in order to enhance the performance of TIMS and FBCB2.  Special consideration shall be given to FBCB2 network management capabilities to support small unit operations.

The contractor shall continue to enhance the Unit Task Reorganization (UTR) capability and support the development of an automated Unit Task Organization (UTO) capability working in conjunction with TIMS to deliver a more flexible and robust system (e.g., supports adding, deleting network members, replace Unit Reference Number (URN) with Organization Identification (ORG ID), etc.).  The contractor shall continue investigating improvements to the UTO initial generation process.

3.3.6 Sensor Grid

The contractor shall analyze requirements, engineer, test and evaluate techniques to integrate the Program Executive Office (PEO) Intelligence and Electronics Warfare (IEW) Sensor Grid data into the FBCB2.

3.3.7 Tactical Internet Documentation

The contractor shall document the TI architecture design for each  product of the FBCB2 system, as required, in the Tactical Internet System Description Document (TISDD), IAW CDRL S006.  The TISDD is the repository for TI requirements and design information related to FBCB2.  The content of the TISDD is dynamic and will evolve with the phased development of the FBCB2 system.  As the design is completed, the design description facilitates management decisions and employment planning.  

The primary objective of this document is intended to address design requirements for the TI.  However, to establish capabilities for the TI as a system, certain associated host requirements must be imposed.  Such requirements must be included in this document to augment understanding.  The TI includes routers, radios, satellites, and the protocols that operate on these components to provide the design capabilities.  The term host is meant to represent a user-oriented computer or system device that uses the communication services provided by the TI. 

3.4 Systems Engineering Studies

The contractor shall recommend engineering studies to be performed to research and analyze the feasibility of utilizing design alternatives / technology insertion to meet and / or enhance the functional and performance characteristics of the FBCB2 system and its associated products.  As directed by the Government, the contractor shall conduct engineering studies and document the results as defined in CDRL S007.  Examples of studies include, but are not limited to, Universal Serial Bus (USB) / Firewire, wireless LAN, Blue Tooth technology, and Biometrics insertion; development of new sensors and sensor systems interfaces; re - architect the system to maximize performance – quicker computation and display, efficiency – less computer resources and cycles, flexibility – eliminate the need to recycle/restart applications, allow for runtime system database updates and reconfiguration; overlay architecture changes; and Microsoft Windows Operating System alternative to optimize the availability of commercial / general consumer industry alternatives and advancements.

System engineering studies will include a technical / cost benefit analysis taking into account impact (e.g., backward compatibility) on current hardware, software, external systems interfacing to FBCB2, and Manpower and Personnel Integration (MANPRINT) issues, as required.  The results of the system engineering studies will include a decision matrix with weighting criteria previously coordinated with the Government.  An input to this process will be an estimate of the Technical Readiness Level (TRL) as identified in the General Services Administration (GSA) Report July 1999 titled “Best Practices: Better Management of Technology Development Can Improve Weapon System ”.

3.5 Host Platform / System Integration

The contractor shall integrate FBCB2 into new platforms / systems as directed by the Government.  These platforms / systems may be existing legacy systems or systems under development.  The contractor shall integrate new functionality developed under this contract into existing FBCB2 host platforms / systems.

3.5.1 Hardware / Software Investigative Analysis

As a part of integrating the FBCB2 products into designated host/platform systems, the contractor shall conduct investigative analysis on the integrated product to isolate reported faults to either the FBCB2 application / system software, external systems (i.e., ABCS, TIMS), or the supporting hardware (e.g., V4, Embedded Central Processing Unit, Mission Data Loader, Internet Controller).  The contractor shall submit Software Problem Reports (SPRs) when the analysis determines that the fault resides in the FBCB2 application / system software.  For other faults, the contractor shall provide technical support and trouble shooting expertise to assist in the diagnosis and resolution of these faults.  In order to minimize the occurrence of these faults, the contractor shall review the external systems and supporting hardware functionality and/or planned enhancements (e.g., solid state hard drives, USB 2.0), as well as test plans / procedures / results (e.g., environmental, Electromagnetic Interference (EMI) / Electromagnetic Compatibility (EMC)), to identify potential deficiencies in the end product that will result in the FBCB2 application / system software being inoperable with that product.  In addition, the contractor shall travel to test site, both accredited laboratories or field site, to participate in Test Readiness Reviews, test conduct, and other technical meetings for software support, as required.  The contractor shall submit analyses/ recommendations, IAW CDRL S008, to PM FBCB2 in contractor format.  
3.5.2 Installation Kits Updates and New Designs
The contractor shall develop prototypes of production-type Installation Kits (IKs) as required, to include prototypes for product improvements as directed by the Government. The contractor shall perform mechanical, electrical, EMI / EMC, and environmental analyses to support the IK design process.  The contractor will support the various platform PMs in vehicle surveys to identify installation locations and other FBCB2 computer installation-related efforts to support the development of these IK prototypes.  

The contractor shall deliver drawings, IAW CDRL S009, of FBCB2 IKs in sufficient detail that another contractor could produce the kits from the drawings.  The drawings should contain data comparable to level 2 drawings, but do not necessarily have to meet all level 2 requirements.  The contractor shall deliver the drawings in Initial Graphics Exchange Specification (IGES) or Data Transfer File (DXF) format.  The drawings should depict kit placement in the vehicle, drawings of the brackets, mounting plates, and cable routing.

3.6 tactics, techniques, and procedures

The contractor will provide recommendations to PM FBCB2 for changes to military tactics, techniques, and procedures in order for military commanders and troops to properly exploit the potential of the FBCB2 products.  These recommendations shall be coordinated (when so directed by PM FBCB2) with the Training and Doctrine Command (TRADOC) System Manager (TSM) FBCB2, Army Combat Development Community, and discussed at the appropriate meetings (e.g., System Requirement Reviews, general reviews, and user juries).

3.7 interface engineering and interface control documents 

Interface Control Documents (ICDs) shall be produced / updated to describe external system interfaces (to include identification of the platform as appropriate).  The contractor shall develop / update ICDs IAW CDRL S010 to document FBCB2 external hardware and software interfaces and map the interfaces to the external systems.  The ICDs shall define the technical intra- and inter-system interfaces of FBCB2 to each platform and external system.  

In some cases, the FBCB2 products will be hosted as an embedded set of capabilities.  For embedded systems, the ICD should include and address interoperability with on-board computers, documentation on software message sets, protocols that shall be used to establish on-board interoperability, and protocols for interoperability within the overall digitized force.  The ICD shall serve as a configuration management tool to ensure overall systems operational integrity within and between FBCB2 and each weapon system platform, and between FBCB2 and each external system that inter-connects with FBCB2 (e.g., ABCS).  These contractor-developed, Government-approved ICDs shall be the basis for configuration management on each platform, and for the FBCB2 interface to the external systems.

3.8 mission database development

The contractor shall provide updates to currently delivered databases (4th Infantry Division, 1st Cavalry Division, STRYKER Brigade Combat Team, and Blue Force Tracking), and develop new databases, as required, to operate with the FBCB2 products.

3.9 Joint Technical Architecture 

The contractor shall perform a detailed analysis on the FBCB2 products to determine where any inconsistency / deviation from Joint Technical Architecture (JTA) exist.  The contractor shall perform an analysis based on JTA growth / evolution and market place advancements to harmonize FBCB2 evolution. The contractor shall create / update a plan for incrementally incorporating changes and integrating JTA solutions. The contractor shall implement this plan as directed by the Government.  FBCB2 shall become as compliant as possible while still meeting system performance and functionality requirements within the system constraints of platform mounted systems, compatibility with weapon systems embedded automation, and legacy communications.  The contractor shall coordinate with Government JTA agencies as requested by the Government, and attend working groups in support of the Government.  The plan shall be submitted IAW CDRL S011.

3.10 modeling and simulation

The contractor shall develop, modify, or use existing models and simulations for independent FBCB2 products, platform, and Operational Facility (OPFAC) - level modeling and simulation of hardware, software, Soldier-Machine Interfaces (SMI), and networks, as required.  The contractor shall deliver to the Government, as residual, all development, test, and demonstration modeling and simulation tools developed directly on this contract.

The system engineering studies required for the development of the FBCB2 products will be supported by the modeling and simulation capabilities developed and extended from the previous contract and/or Delivery Orders.  The models will be “calibrated” by comparison to actual FBCB2 network performance data.  “What if” system engineering studies, using the modeling capabilities, will investigate potential improvements in TI administration and management, new communications capabilities, new protocol suites, etc.  Approaches to scaling the FBCB2 system to support larger organizations (e.g., Division, Corps, etc.) levels will be modeled and simulated.

3.11 simulation / stimulation AND Training devices

The contractor shall develop, document, and test interfaces to appropriate simulation / stimulation systems and training devices.
3.12 Manpower and personnel integration

The contractor shall provide Manpower and Personnel Integration (MANPRINT) technical support to an Integrated Product Team environment to ensure that all the domains of MANPRINT are carefully considered during the systems engineering tradeoff and decision making process.  MANPRINT shall be a formal part of the system engineering and integration effort and shall include, but not be limited to, support system design, hardware prototype designs, and SMI.  The objective of the MANPRINT program is to ensure that the soldier is an integral part of the system design.  To achieve that end, all development, design, and evaluation efforts shall include the appropriate MANPRINT domains: manpower, personnel, training, human engineering, safety, health hazards, and soldier survivability.  MANPRINT is to be a joint Government and contractor effort. The contractor shall include MANPRINT activities and progress as part of the normal program review and reporting process. The focus of the MANPRINT effort shall be to produce a system that minimizes cognitive and physical workloads and promotes effective, efficient, and error-free operation.  To accomplish that objective, the contractor shall continue Operator Interface activities for both hardware prototypes and software produced under this SOW.  With Government participation, the contractor shall perform iterative experiments, demonstrations, analyses, and evaluations of these hardware prototypes and software products.  The contractor shall use the results of these experiments and evaluations to refine the system design.

3.13 System Safety Program

3.13.1 Safety Engineering

The contractor shall perform a system safety analysis on any new system capabilities to ensure safety release for test purposes.  The contractor shall support safety analysis for embedded platforms as directed by the Government.  To ensure that system safety activities are conducted throughout the program, the contractor shall develop and continually update and implement a system safety program using Task 101 and Section 4, MIL-STD-882 as a guideline.  Software safety engineering shall be conducted per agreement between PM FBCB2 and the CECOM Safety Office as defined under the previous SE&I contract.

3.13.2 Safety Assessment Report

During all program phases, for new or modified hardware prototypes and software products, the contractor shall develop / update a Safety Assessment Report (SAR) IAW CDRL S012.  The contractor shall use Task 301 of MIL-STD-882 for guidance in developing / updating the SAR. The SAR shall evaluate the safety risk being assumed prior to test or operation of the system.  It shall provide specific controls or precautions to be followed in the use of the system and it shall provide verification of compliance to standards and codes, using the UL 1950 commercial standard to ensure the safe design of the system.  Specifically, verification of the system safety specification design standards shall be addressed in a tabular format listing “Safety Specification Requirement” in one column and “Compliance of Design” in another column.  The analysis shall show compliance / non-compliance of the listed safety specification requirement and provide justification for any non-compliance.  Justification for non-compliance is not to be construed as approval by the Government.  Non-compliance with an identified safety specification requirement requires separate written approval by the Government. 

The following supplementary information is to be included in the SAR, as applicable, at appropriate sections of the format provided in the Data Item Description:  Photographs or diagrams of each sub-assembly(s) to the rack level, a system layout diagram (flow diagram), power flow schematics to include grounding points, a definition of the equipment interfaces, a brief summary of the maintenance concept indicating which functions are accomplished at which maintenance levels, a contractor-completed SEL Form 1183 System Safety Design Verification Checklist (Annex to the report), and a complete list of warnings, cautions and procedures required in operating and maintenance manuals and for training courses (Annex to the report).

The SAR shall address toxic substances used in the hardware prototypes.  The evaluation shall include any exposure concerns to personnel during operational or maintenance procedures to include fabrication, transportation, setup and tear down, or resulting from damage to the equipment.  The evaluation shall include any special disposal procedures.

3.13.3 VISOR Hazard Tracking System

The contractor shall enter and track hazards using the Government-provided electronic hazard tracking software.  This VISOR software was provided to the contractor by the Government under the SE&I contract (Contract Number DAAB07-01-D-E502) and the contractor shall continue to use this software (or Government-furnished upgrades to this software) in support of this SOW.

3.13.4 Residual Hazards

Hazards which cannot be eliminated by design shall be considered residual hazards unless the Government agrees that the design meets or exceeds all applicable consensus and/or military design standards (or are verified through testing, where standards do not exist), and that the environment in which it will operate is consistent with that envisioned by the design. Hazards found to be non-residual shall be considered closed upon Government verification of safe design.

3.13.5 Safety Inspection / Verification

The contractor shall schedule sufficient time in the program schedule to permit a safety inspection of the system by the Government prior to technical testing, user testing, and contract completion.  The inspections will be used to verify the information contained in the SAR.  The contractor shall correct any unresolved high- or medium-risk hazards prior to testing or delivery of the FBCB2 hardware prototypes and software to the Government.

3.13.6 Weapon System / Platform / Product Safety Release

The contractor shall support the Government in obtaining system safety releases for platform weapon systems (e.g., Abrams) and product end item managers (e.g., Land Warrior), as required, in conjunction with the Government PMs and their supporting contractors.  The safety release must be coordinated with the Government PM and with the appropriate Government safety release agency.  Copies of the system safety release will be included in the SAR.  Schedule of events, hazard tracking, correction analysis, and implementation will be incorporated into the Integrated Master Schedule (IMS).

3.14 Information Security

3.14.1 Security Design

As software products and security functionality are updated, the contractor shall adapt the design of the FBCB2 functions to meet security requirements, as well as the guidance from the Director of Information Systems for Command, Control, Communications and Computers (Army) contained in correspondence dated 21 October 1999 and the PEO Command, Control, and Communication Tactical  (C3T) Security Policy.  The FBCB2 products will operate as a mission critical system with a level of concern rating of high, and employ protection mechanisms that satisfy criteria for a level of robustness of high IAW Department of Defense Memorandum No. 6-85-10, Department of Defense Global Information Grid Information Assurance, and AR 25-2, Information Assurance.  The contractor shall address the migration of the products to meet the criteria for class B2 Labeled access protection as prescribed by the National Security Agency (NSA) Controlled Access Protection Profile.

FBCB2 Automated Information Systems (AIS) shall be protected as required by AR 25-2 and AR 380-5.

Contractor personnel performing Automated Data Processing (ADP) sensitive duties are subject to investigative and assignment requirements IAW AR 380-67 and affiliated regulations.  

Classified information / material will be protected IAW the Department of Defense, 5220.22-M, National Industrial Security Program - Operating Manual (NISPOM).  Security Requirements will be specified in the Contract Security Classification Specification, DD Form 254.

Any foreign participation will be handled IAW AR 380-10, Technology Transfer, Disclosure of Information and Contacts with Foreign Representatives, CECOM Regulation 380-16, Industrial Security, and affiliated regulations and/or supplements.

3.14.2 Certification and Accreditation 

The contractor shall support the Certification and Accreditation (C&A) effort as required by DOD Directive 5200.40.  All certification and accreditation efforts and documentation shall follow the DOD Information Technology Security Certification and Accreditation Process.   For future certifications and accreditations, documentation shall be developed and submitted to the Government IAW CDRL S013 to support the C&A effort.  The documentation developed to support the C&A will include the following:  

A. The FBCB2 security architecture which will identify all external interfaces to FBCB2 such as TIMS, ASAS, AFATDS, BCS3, imagery, Land Warrior, MCS, AMDWS, etc.

B. The User Security Manual/Standard Operating Procedures (USM/SOP).

C. A risk assessment which will include an evaluation of FBCB2  against known security threats and vulnerabilities, and recommended mitigation approaches.  

D. A security implementation schedule coordinated with the Government.  

Additional tests and evaluations, over and above System / Segment Acceptance Test (S/SAT), may be required to certify that the FBCB2 security mechanisms meet the security requirements within an acceptable level of risk.  The Government will perform these additional tests as required.   

3.14.3 Physical Security

The contractor shall provide for minimum physical security of the hardware (to include securing disc storage) in accordance with AR 190-13.  The contractor shall maintain in plant mechanisms to ensure proper handling, development, and protection of all classified material.

3.14.4  Security Considerations TC "B-17.
Security Considerations" \f C \l "1" . 

Certification and Accreditation requirements addressed in Department of Defense Instruction  (DoDI) 5200.40, Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP), 30 Dec 1997 are based on a continuing engineering and documentation update process.  As new software products and security functionality are updated and added, the contractor shall adapt the design of the FBCB2 and applicable embedded Applique functions to meet Department of Defense, Department of the Army and Program Executive Office Command Control and Communications Tactical (PEO C3T) Information Assurance requirements.  FBCB2 will be accredited as a Mission Assurance Category I (MAC I) system with a high level of confidentiality, maximum classification of data handled by FBCB2 is SECRET and FBCB2 will employ protection mechanisms that satisfy the criteria for a high level of robustness IAW DoDI 8500.2, Information Assurance (IA) Implementation, Army Regulation (AR) 25-2, Information Assurance, and the PEO C3T Information Assurance (IA) Policy for Developmental Systems.

The contractor shall support the update and maintain a complete FBCB2 security architecture for the integrated information network that incorporates state-of-the-art security devices/functionalities and simultaneously accommodates multiple levels of classifications as appropriate.  Certification and accreditation requirements as stated in the DITSCAP will be applied.  FBCB2 Automated Information Systems (AIS) will be protected as required by AR 25-2 and AR 380-5, Department of the Army Information Security Program.

The contractor shall support the update and maintain the FBCB2 System security plan that incorporates the FBCB2 System’s security architecture and the operational security Standard Operating Procedures.  

The contractor will continue to provide minimum physical security of the hardware and software in the operational environment, i.e., lockdown capabilities for the hardware, secure storage for the software, and other physical security features as required by AR 25-2, AR 380-5 and DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), through change2.

Security documentation showing all of the external interfaces to the FBCB2 System such as Tactical Internet (TI) Model, Blue Force Tracking (BFT) L-band Model, All Source Analysis System (ASAS), Advanced Field Artillery Tactical Data System (AFTDS), Air and Missile Defense Workstation (AMDWS), Battle Command Sustainment and Support System (BCS3), imagery, Land Warrior (LW), Maneuver Control System (MCS), and other such systems as directed by the Department of the Army maintenance and update will be supported by the contractor when necessary, based on the requirements of the DITSCAP process.

Contractor personnel performing ADP sensitive duties are subject to Investigative and assignment requirements IAW AR 380-67, Personnel Security Program, and affiliated regulations.  

Classified information/material will be protected IAW the NISPOM.  Security Requirements will be specified in the Contract Security Classification Specification, DD Form 254.

  Any foreign participation will be handled IAW AR 380-10, Foreign Disclosure and Contacts with Foreign Representatives, NISPOM, and affiliated regulations and/or supplements.

3.15 C2 Protect

The contractor shall perform engineering studies directed toward further security risk mitigation, with a focus in areas of C2 Protect mechanisms and application of Public Key Infrastructure (PKI).  Mitigation approaches and Commercial Off The Shelf (COTS) / Government Off The Shelf (GOTS) security features shall be studied and evaluated for incorporation in FBCB2 (e.g., secure remote log-in, intrusion detection, key management and distribution IAW evolving Army PKI Policy, and anti-virus and malicious code detection capabilities). Results of the study shall be briefed to the government.  The contractor shall develop and integrate C2 protect features as directed by the Government.

3.16 System Vulnerability

The contractor shall investigate specific countermeasures to the vulnerabilities of electromagnetic signature detection and jamming.  The contractor shall concentrate on identifying measures that can be integrated into FBCB2 or developing methods in FBCB2 which will mitigate vulnerability effects.

3.17 central technical support facility integration and certification

The contractor shall support the Central Technical Support Facility (CTSF), system of systems integration and system certification process at Fort Hood, Texas as defined in the Department of the Army (DA) Intra-Arm Interoperability Certification Policy.

The contractor shall support Virtual Working Environment (VWE) actions between the CTSF and other ABCS contractors for problem correction or new product introduction.  In addition, the contractor shall perform the following:

A. Support ABCS to FBCB2 interoperability testing, as required.

B. Provide FBCB2 operators to support the CTSF testing, certification, demonstration, and interoperability requirements.

C. Provide technical support for FBCB2 related products within the TOC (e.g., SA Engine, S6/FBCB2) to include support for certification and interoperability.

D. Provide technical support the Simulation / Stimulation systems required for certification and interoperability requirements of the CTSF.

E. Support the certification testing of other programs and platforms that require FBCB2 interoperability.

F. Provide technical support for other efforts as directed by PM FBCB2.

3.18 Operations Center 

The contractor shall provide System Administrators at designated Continental United States (CONUS) and Other than Continental United States (OCONUS) Operation Centers to support FBCB2-Blue Force Tracking (BFT) initiatives.  Specifically, the System Administrators shall perform the following:

A. Maintain liaison and follow the procedures and policies of the servicing signal command for system status reporting and local and long haul information service requirements.

B. Monitor, operate, maintain and repair the data servers and other computer systems associated with the Operations Centers.  Excluded from this requirement are those computer systems that were provided as Government Furnished Equipment (GFE) (i.e., Radiant Mercury and Global Command and Control System – Army (GCCS-A)).  Also excluded from this requirement is any equipment located at the satellite provider’s facilities.  Operation / maintenance of this equipment will be provided under a separate contract.

C. Support FBCB2 interoperability testing, as required.

D. Support exercise and operational test events as required by PM FBCB2, to include traveling to other military installations to provide support.

E. Support joint digital integration and certification events at both the Operation Centers and off-site locations.

F. Support configuration management and fielding of software and data products to units being newly fielded and already fielded with FBCB2 products.  Additionally, provide support to PM FBCB2 for software fielding in support of demonstrations and excursions, as requested.

G. Support the certification testing of other programs and platforms that require FBCB2 interoperability.

H. Provide technical support for other efforts as directed by PM FBCB2.

3.19 System of SystemS Engineering and Integration  / army battle command systems Integration

The contractor shall participate in a joint, collaborative approach to a “System of Systems Engineering and Integration (SSEI)” effort to satisfy the Government’s intent to coordinate systems engineering across the contractor’s PEO C3T contracts and with other PEO C3T contractors. The contractor shall lead and or contribute to the principal systems engineering and integration tasks required to accomplish this goal.

3.20 system configuration / COMPATIBILITY
The system is composed of various elements (e.g., ABCS, INC, EPLRS, etc.).  Selected FBCB2 products will only work with compatible versions of other system elements.  They are designed to work together and cannot be mixed. The contractor shall develop and maintain a system compatibility matrix IAW with CDRL S014. 

3.21 Product Line Definition and Management

The contractor shall work, in conjunction with the Government and the Software Engineering Institute, to define the FBCB2 PLOA.  The definition shall include a catalog of standard C2 hardware and software products that comprise the modular components of the PLOA.  This catalog, as well as a mapping of components and their configurations to the family of platform dependent FBCB2 systems, shall be provided by the contractor IAW CDRL S015.  The contractor shall also include in this document a hardware platform surrogate configuration for each product.

3.22 Production Plan 

The contractor shall deliver a Production Plan, in contractor format, for the FBCB2 Software Product Line in accordance with the approved FBCB2 Program Management Plan (PMP).   The Product Plan will be delivered to the Government no later than six (6) months after Delivery Order award for each product.

4. software

4.1 general

4.1.1 Software PLOA Components
The contractor shall develop and maintain the FBCB2 software as a set of PLOA components.  These components shall support core SA, C2 messaging, external interfaces, and the FBCB2 database. The PLOA components shall provide Application Program Interfaces (APIs) for development of applications, including the Soldier-Machine Interface (SMI).    

4.1.2 Defense Information Infrastructure Common Operating Environment 

It is the Army's intention that the FBCB2 products be in compliance with  the Defense Information Infrastructure Common Operating Environment (DII COE) and transition to compliance with the Global Information Grid Enterprise Services (GIGes)/ Net-Centric Enterprise Services (NCES), Integration and Runtime Specification (I&RTS)), as applicable. This shall be accomplished by either adopting existing DII COE elements where appropriate, or by support to the Government through participation in meetings and working groups to ensure that the FBCB2 products  are added to the DII COE, consistent with the requirements of the FBCB2.  The contractor shall also support PM FBCB2 as it sponsors COTS or GOTS products as "low-end" DII COE components.  It is the Government's goal to have the FBCB2 PLOA  be certified as a DII COE Level 8 "low-end” command and control system.

The contractor shall perform a detailed analysis on the FBCB2 PLOA baseline and determine where any inconsistency / deviation from DII COE exists. The contractor shall perform an analysis based on DII COE growth / evolution and market place advancements to harmonize the FBCB2 PLOA evolution.  The contractor shall create / update a plan IAW CDRL S016 for incrementally incorporating changes and integrating DII COE solutions.  The contractor shall implement this plan as directed by the Government.  The FBCB2 PLOA shall become as compliant as possible while still meeting system performance and functionality requirements within the system constraints of platform mounted systems, compatibility with weapon systems embedded automation, and legacy communications.  The contractor shall coordinate with Government DII COE agencies as required by the Government, and attend working groups in support of the Government. 

4.1.3 Application Software

The Government desires that each FBCB2 product be integrated with its host platform and associated external interfaces to ensure that the functional requirements for that product are satisfied and that the product properly incorporates the added functionality specified within the applicable Delivery Order.  To meet the overall program objectives, the contractor shall use FBCB2 V6.4 (as the initial baseline), COTS and DII COE or other re-usable Government / contractor software, combined with new software development, to support the development of future FBCB2 products.  

4.1.4 Software Products and Functionality

The software products and their associated functionality will be defined in future Delivery Orders.

4.1.5 Software Portability

The contractor shall employ an open system architecture to ensure maximum portability of software across a heterogeneous system of hardware and software.

4.1.6 Re-Usability

The contractor is encouraged to re-use existing software as identified in this SOW and provided as Government Furnished Information (GFI).  The contractor shall pursue re-usable existing software modules, libraries, standalone application packages, sets of requirements, algorithm designs, data structure designs, documentation, code, etc., from any source available.  The priority for contractor-identified, additional sources of reusable software shall be as follows:

A. First:  Previously developed, Government-owned software.

B. Second:   Currently in development, Government-owned software.

C. Third:  Public Domain / Commercial software, no run time license fee.

D. Fourth:  Commercially available, low license fees.

E. Fifth:  Commercially available, high license fees.

It shall be the responsibility of the contractor to determine the adequacy, availability, and “integrate ability” of re-usable software.  Software requiring license fees shall be used only after specific written Government approval.

4.2 software development and maintenance
The contractor shall perform total software life cycle management for each software product.

4.2.1 Software Development Plan and Practices

The contractor shall develop necessary new software; provide documentation, and complete integration and testing.  Evolutionary development (e.g. spiral, not “waterfall methodology”) of software development shall be the norm.  The contractor shall ensure that the technical and operational requirements are complete and traceable in the software design / products; and demonstrable during the software integration and test.  The contractor shall employ the software development and integration practices described in the Software Development Plan (SDP), as approved by the Government.  The practices shall be systematic and well documented.  The contractor’s practices shall enable the contractor to integrate and deliver complete, supportable, quality software products on schedule.

4.2.2 Software Architecture Review Board

The contractor shall establish a Software Architecture Review Board (ARB) of senior systems and software architects with the charter to review the progress of the software design and development against the Objective Architecture and approve any requested changes to the Software Architecture Description Document (SWADD).  The Board shall provide advisory services to the software development activities and have approval authority along with Program Management changes to the SWADD, exceptions to the SWADD, and modifications/updates to the SDP with software architecture implications.

4.2.3 Software Peer Reviews

The contractor shall conduct software peer reviews.  The contractor shall invite the Government to all scheduled peer reviews and provide the Government copies of all related materials.

4.2.4 Programming Language

FBCB2 software shall be written in a Government approved programming language (e.g. C, C++). The programming language conventions shall be described in the SDP.

4.2.5 Software Build Process

All software products shall go through their own development cycle of planning, design, coding, integrating, and testing.  All software design and development shall be evolutionary, based on demonstrable functional software threads that shall be provided to the Government for verification at the Government's site(s) (e.g. CTSF).  Software threads will be consolidated into software builds, which will be delivered to the Government IAW the IMS and tested at the Government sites.  The contractor shall update the program documentations (e.g., S/SDD, SDP), as required, based on results of the Government evaluations, and these updates shall be reflected in the continuing design of the FBCB2 PLOA software.  Because of the evolutionary nature of this program, the contractor may be developing different software products concurrently.  The contractor is encouraged to recommend innovative approaches in integrating, developing, reviewing, testing, documenting, and maintaining the software to minimize cost, risk and schedule.  This shall be done while still developing a reliable, interoperable, maintainable product satisfying the requirements called out in this SOW, and employing those methods documented in the SDP and the contractor’s standard software development policies.  All demonstrable software products shall be conducted within a system environment, including all FBCB2 hardware and required GFE interfaces (e.g., as a minimum, communication devices, position navigation devices, and ABCS devices as required by this SOW).  Engineering releases may be required prior to formal testing as requested by the Government. Any deficiency identified by recipients of these engineering releases will be tracked by the Government as informal Software Problem Reports (SPRs).

4.2.6 Software Release

A single binary master shall be capable of being installed on all platforms equipped with compatible computer hardware.

4.3 software documentation

The contractor shall provide all commercial documentation required for this effort, within the contractor-provided technical publication.  The contractor shall not develop new software documentation for COTS or re-use of software unless established procedures differ for use in the FBCB2 products.  The contractor shall use existing documentation to the maximum extent possible.

4.3.1 Software Development Plan 

The contractor shall develop / update the Software Development Plan (SDP), as required, IAW CDRL S017.  The SDP shall include a Software Reuse Plan as a separate annex to the SDP.
4.3.2 Version Description Document 

The contractor shall develop a Version Description Document (VDD) for each formally tested software product IAW CDRL S018.

4.3.3 Software Data Dictionary

The contractor shall deliver a Software Data Dictionary IAW CDRL S019 that shall contain a complete list of all data elements employed in the “as built” FBCB2 PLOA database. 

4.3.4 Software Architecture Description Document

The contractor shall develop / update the Software Architecture Description Document (SWADD) IAW CDRL S020, for the FBCB2 PLOA as required in coordination with the Government and the Software Engineering Institute.  
5. Hardware

The contractor shall analyze program requirements and identify any hardware solutions to satisfy program goals.  The contractor shall design, develop, evaluate and test (i.e. temperature, Nuclear/Biological/Chemical) prototypes and/or commercial products, in support of PM FBCB2 hardware initiatives and / or those initiatives recommended by the contractor and approved by the Government (i.e., initial design and test of new IK’s, Heads-Up-Display, voice activation).  Documentation in support of the prototypes / commercial products will be in contractor format and provided as requested by the Government.    

6. integration and test

6.1 Integration Support

The contractor shall provide integration support of FBCB2 products and the TI with external systems as directed by the Government. This support will be provided via email, telephone, the FBCB2 web page, on-site support, and/or off-site support.
6.2 Formal Test

6.2.1 System / Segment Acceptance Test

The test environment must include the software integrated in a lab environment into all other segments of the system, such as EPLRS radios, INCs, SINCGARS radios, L-Band transceivers, aviation platform configuration, etc, where available as GFE. The development and test cycle for each major system / software product shall include both software-level and system-level testing.  The System / Segment Acceptance Test (S/SAT) shall be performed using both terrestrial radio based and satellite networks and shall include FBCB2 platform and Operations Center components.  SSAT shall not be performed on the satellite ground station/hub, the Operations Center switch, Radiant Mercury, the databroker, or the GCCS-A.
The contractor shall conduct a tailored system / software integration and test program IAW corporate policies and procedures.  The contractor shall emphasize incremental testing as defined by the SDP.  The software test program shall culminate in a Formal Test for each product.  The level of formality expected for each may vary as a function of the product maturity, target test event and whether the product is a test article.  Specifically, the level of formality may range from prototype integration for early releases of products, which are not included in a test event, to formal S/SAT for Government conducted operational and developmental test articles. Where required, FBCB2 product testing may also include API stand alone verification.  Formal product testing shall verify compliance of the software with the requirements of the S/SDD.    The test for a product shall include regression testing of requirements supported in previous releases as agreed to between the Government and the contractor per the approved test plan and procedures.  All S/SATs shall be conducted with a representative software and hardware system and with the GFE communication, position navigation, and interface devices necessary to demonstrate the incremental functionality to be tested.

6.2.2 Test Documentation

6.2.2.1 Software Test Plan and Verification Matrix

The contractor shall develop / update the Software Test Plan (STP) IAW CDRL S021.  The STP shall address the overall strategy for the development and qualification testing of each software product developed and released under the contract.  The STP shall include a draft version of the Software Test Verification Matrix (STVM).   The STVM shall map requirements identified in the S/SDD with test methods and test procedures, as well as identify the system / software product releases that each requirement will be verified in.

6.2.2.2 Software Test Procedures and Descriptions

The contractor shall develop / update, IAW CDRL S022, the test procedures and descriptions using a semi-automated test application for each S/SATs to comply with the verification of requirements identified in the S/SDD. The test procedures shall address the detailed procedures to be used during developmental and qualification testing of each software product. The test description shall describe the detailed test cases and procedures for the performance of each formal test.  Internet access to the semi-automated test application to view procedures and descriptions will be provided to authorized observers (e.g., Government) throughout the development of the procedures and during the conduct of the tests.  While honoring a paperless strategy, the contractor will provide a means of generating a hard and/or soft copy of test procedure contents on request by the Government.

6.2.2.3 Software Test Report 

The contractor shall develop / update the Software Test Report (STR) IAW CDRL S023.  The STR shall be the record of performance of each formally conducted test.  The STP shall include a final version of the STVM.  

6.2.3 Post Test Out Brief

The contractor shall conduct a post-test out-brief at the conclusion of each test.  The test results will be presented to the Government to determine whether or not the test objectives were met. Results of the post-test out-brief will be a formal part of the STR.
6.2.4 Software Acceptance

Formal acceptance of the each software product by the Government will be upon satisfactory compliance with this SOW and associated Delivery Orders, as well as with the following:

A. There shall be no open / outstanding priority 1 or 2 software, documentation, or design problems.  Priority 3 problems shall be limited to one per 3,600 source lines of code and priority 4 problems shall be limited to one per 1,800 source lines of code.  One source line of code is defined as one occurrence of a limited terminal semicolon; it does not include comments.

B. Meeting all functional requirements as defined in the S/SDD and allocated to the product.

C. Meeting all performance parameters as defined in the S/SDD and allocated to the product. 

D. Satisfactory completion of the S/SAT formal test, per the Government approved test documents.

E. Removal or disabling of any debug code.

F. Meeting the Software ICDs.

Each product is considered separately for Software Acceptance.

6.2.5 Field Tests and Unit Support

6.2.5.1 Field Test and Unit Support

The contractor shall provide planning and on-site technical / maintenance support for Government field tests and unit exercises for fielded units as directed by the Government.  

6.2.5.2 Data Analysis

The contractor shall perform data reduction and analysis on the data received from field tests in accordance with the FBCB2 program objectives.

6.2.5.3 Advanced Concepts, Experiments, and Demonstration Support

The contractor shall support Advanced Concepts, Experiments, and Demonstrations as required by the Government.

6.3 System Integration Laboratory / Testbed(s)

The contractor shall establish and utilize a System Integration Laboratory (SIL) / testbed(s) in their own facility equipped with GFE and contractor-furnished equipment that supports integration of FBCB2 PLOA components, TI components, and other equipment associated with the various FBCB2 variants.  The goal of this activity is to conduct technical integration of components and software, to investigate technical issues associated with interfaces (e.g., cables, protocols, data rates, sequencing), to exercise stimulus-response “threads” of FBCB2 PLOA components in a controlled environment, and to perform stand alone API verification where appropriate to FBCB2 products. The SIL / testbed(s) shall be developed and configured to emulate the operational environment to the extent possible in a laboratory setting, to include external interfaces (e.g., ABCS, Bradley, Abrams, Aviation) where available as GFE.  The SIL / testbed(s) shall support the software / system development, as well as the S/SAT testing. The contractor shall investigate a capability to interface to other SILs.  In addition, the contractor shall support multiple Government SILs / testbeds (e.g., the Digital Integration Lab) upon request.  The SIL / testbed equipment and software acquired under the contract are components of the end system and shall be delivered to the Government with the system upon completion.  As required, the contractor will identify GFE necessary to enhance the capability of the SIL / testbeds.

7. Program MANAGEMENT

The contractor shall plan, establish, implement, and control objectives and requirements throughout the period of performance for this SOW.  The contractor shall document the steps and procedures to accomplish this effort in a Program Management Plan (PMP). The PMP shall be developed / updated IAW CDRL S024.

7.1 Management Teams

7.1.1 Integrated Product and Process Management 

The contractor shall perform the business and administrative planning, organizing, directing, coordinating, controlling, and approval actions designated to accomplish overall program objectives.   The contractor will organize personnel resources within an Integrated Product Team (IPT) structure.  IPTs will, in general, be staffed with a mixture of Government, contractor, and other personnel operating in a seamless organizational structure.

The contractor and Government will establish an integrated product and process management approach to execute the FBCB2 SE&I contract.  The contractor shall participate in and support contractor / Government IPTs for the purpose of managing the contract activities.  There shall be two types of IPTs established during this contract: 

7.1.1.1 Program Integrated Product Meetings
The Program Integrated Product Meetings review program and contract status and make decisions and take actions relative to schedules, funding, legal and contract administrative issues.  There shall be weekly PM to contractor telephone calls to resolve open issues.  An Action Item list addressing contractual letters and / or modifications shall be maintained to ensure that critical contractual issues are brought to a timely closure.

7.1.1.2 Working Integrated Product Meetings 
This type of meeting can be constituted for any working level issue.  Working Integrated Product Meetings are formed to review and discuss contract tasking, and to resolve functional area issues related to software performance, testing, training, hardware prototypes, systems engineering and integration, and/or logistics support. 

7.2 programmatic / technical reviews and meetings

A number of programmatic and technical reviews and meetings are to be conducted under this SOW.  The contractor shall arrange and host all program reviews, unless otherwise directed by the Government.  The contractor shall prepare an agenda for each major review no later than 10 working days prior to the scheduled review.  This agenda shall be coordinated and finalized with the Government via email and/or telecoms.  Upon the conclusion of each review, the contractor shall prepare meeting minutes IAW CDRL S025.

7.2.1 Post Award Conference / Start of Work Technical Interface Meeting

The contractor shall host an SE&I Contract Post Award Conference / Start of Work Technical Interface Meeting (TIM) within 30 days after contract award.  

7.2.2 Program Reviews and Technical Interchange Meetings 

The contractor shall host quarterly Program Reviews and monthly TIMs to coordinate efforts, review progress and address issues associated with the FBCB2 developmental efforts.  As required, Program Reviews shall encompass all aspects of the program, including but not limited to financial, technical, and logistical elements.  Program Reviews and TIMs will be held to coincide with the schedule for other meetings and reviews and to conserve resources.  

7.2.3 System Requirements Review

The contractor shall conduct a System Requirements Review (SRR) no later than 90 days after authorization-to-proceed on a new system product.  Each SRR shall cover all aspects of the FBCB2 system and the program as it pertains to the contractor's understanding of the “requirements” for meeting the objectives for the current and subsequent system products.  The SRR shall reflect a coordinated position between the PM FBCB2, TSM FBCB2, and the contractor, which reconciles priority, functionality, and budget.  
7.2.4 System / Software Design Reviews 

The contractor shall host System / Software Design Reviews (S/SDRs) for each FBCB2 product to be developed under this SOW and its associated Delivery Orders. These reviews shall be conducted no later than 90 days after the SRR for each new system product.  Each S/SDR will:  
A. Determine if the design satisfies the requirements.

B. Evaluate progress, technical adequacy, and risk resolution (on technical, cost, and schedule basis) of the selected design approach. 

C. Determine compatibility of the design approach with external systems (on technical and schedule basis).

D. Evaluate design issues.

E. Evaluate the degree of design definition and assess the technical risk.

F. Assess test strategies.

G. Review impact of design on supportability and backward compatibility.

7.3 Monthly Status Reporting 

The contractor shall provide a Monthly Status Report (MSR) IAW CDRL S026. The MSR shall address all events of the Integrated Management Schedule scheduled for that month.  Schedule slips shall be addressed as to impact, recovery to schedule, or rescheduling.  The MSR shall contain the contractor’s assessment of program status, including progress over the previous month, overall program progress, and an analysis of proposed solutions to problems.  The contractor shall analyze results of schedule and technical performance on a monthly basis and provide the analysis in the MSR.  The MSR shall include a specific discussion of any negative trends and recommended corrective actions.    The MSR shall include, as a minimum software metrics; applicable hardware prototype status; critical path for the period reported in the MSR, subcontractor status; delivery, repair, and maintenance status; and future plans.

7.4 Cost Reporting

7.4.1 Integrated Baseline Review 

The contractor shall host an Integrated Baseline Review (IBR) within six (6) months of contract award IAW CDRL S027, to ensure that a realistic baseline has been established and to ensure the validity of performance measurements included in the Cost Performance Report (CPR).

7.4.2 Contractor Cost Data Reporting / Software Resources Data Report

The Contractor Cost Data Reporting (CCDR) and Contract Work Breakdown Structure (CWBS) shall be prepared by the contractor.  These CCDR requirements apply to the SE&I contract, to include all Delivery Orders and the contractor shall submit Cost Data Summary Report (CDSR) (DD Form 1921) IAW CDRL S028, Functional Cost-Hour Report (FCHR) (DD Form 1921-1) IAW CDRL S029, and the Contract Work Breakdown Structure (CWBS) IAW with CDRL S051.  

The initial 1921 and 1921-1 will be submitted to OSD DCARC office within 180 days of contract award.  A report is required 30 days after the completion of each software product formal release using DD Form 1921 and DD Form 1921-1.   Reporting elements are any contract items on which data are to be collected. They primarily consist of Work Breakdown Structure (WBS) elements but also include such other subdivisions as General and Administrative (G&A) expense and profit or fee. Contractors shall submit the CCDRs showing actual and estimated contract costs at frequencies specified in the contract. 

Prime contractors and subcontractors are subject to the same criteria in determining reporting requirements. The prime or associate contractor is responsible for incorporating the subcontractor’s reporting requirements into the affected contracts.  Contractors shall report all actual and estimated costs, regardless of contract ceiling or contract type (e.g., firm fixed price). This requirement may result in reported costs being higher than costs actually paid for by the Government. Report all cost data in thousands of dollars rounded to the nearest tenth.  For example, $245,671,423 would be reported as $245,671.4.   

All contractor data sources must be included.  In situations where the data cannot be provided in the requested format without a major effort or a major change to the accounting system (e.g., if a contractor’s accounting system does not aggregate to a specified cost category), the contractor shall provide a best estimate. The contractor shall provide the basis for the estimate in the “Remarks” section of the appropriate report.


When the same contract contains different models or versions of an end item as separate contract line items, separate reports may be required on each model or version. The requirement for separate reporting shall be delineated in the CSDR Plan. A separate reporting requirement can be expected when there are significant cost or technical characteristic differences between the models or versions.  

The Data Item Descriptions (DIDs) for the CCDRs define recurring and nonrecurring costs. If contractors must deviate from these definitions when reporting, the DCARC encourages them to coordinate with the DoD PM and CWIPT to reach an agreement on how costs are to be split between recurring and nonrecurring costs. This agreement should be reached at the same time the CWBS and dictionary are being prepared and approved.  

Data is to be submitted using DD Form 1921, “Cost Data Summary Report,” and its related Data Item Description (DID), DI-FNCL-81565A, and DD Form 1921-1, “Functional Cost-Hour and Progress Curve Report,” and its related DID, DI-FNCL-81566A. The DCARC shall use the DIDs as one of the bases for report validation. Copies of DD Form 1921 and DD Form 1921-1 are available at the following Web site: http://dcarc.pae.os-nd.mil/ccdr_formstools.htm#forms.  Copies of the Microsoft Excel templates for each report and the CCDR Pre-processor tool are available at http://dcarc.pae.osd.mil.  All reports should be posted to the DCARC website and on the PEO C3T Knowledge Center.

DCARC Reporting:  

In order to improve the efficiency of transmitting, storing, managing, administering and ultimately applying CCDR data to cost analysis problems, the DCARC requires contractors to submit CCDRs in electronic format.  The medium DCARC requires for those report, which contain financial data, is Microsoft Excel.  Pre-formatted templates along with submittal instructions, delivery methods and instructional tutorials for the DD Form 1921 CDSR, DD Form 1921-1 FCHR and DD Form 1921-1 PCR are available from the DCARC website: http://dcarc.pae.osd.mil.  Transmittal of DD Forms 1921, 1921-1 and 1921-2 from defense contractors to the DCARC will be accomplished through the Internet as an encrypted e-mail attachment to a digitally signed email to CCDRPO@osd.mil. 

DACIMS is a highly secured Web-based information system that hosts the CCDR Database, the Cost Analysis Improvement Group (CAIG) Library, the Cost Growth Database, and the Cost Research Bibliography Library. Users must obtain an X.509 certificate and a login ID in order to access the DACIMS. To request a certificate, follow the registration instructions on the DCARC Web site http://dcarc.pae.osd.mil and in paragraph C5.3.2 of DOD 5000.4M-1 CCDR Manual. 

Instructions for Obtaining a Digital Certificate:

The contractor can submit CCDR data through the electronic DACIMS after registering with the DCARC and obtaining a digital certificate. This certificate is used to establish a secure Web session with DACIMS.  After stakeholders register with the DCARC, they may have access to the data held in the DACIMS or they may be able only to send data to the DCARC. Authorized users register with the DCARC through the DCARC Web site (http://dcarc.pae.osd.mil) using Netscape Navigator version 4.75 or higher with domestic grade (128-bit) encryption or Microsoft Internet Explorer version 5.5 or higher. The DCARC Web site provides detailed registration instructions. Contractors are only authorized to submit data. This registration process shall be in effect until DACIMS fully implements the DoD Public Key Infrastructure (PKI) Policy. The DCARC is developing a migration plan to comply with DoD PKI policy. Upon implementation, user authentication to DACIMS shall be accomplished only with a certificate issued in accordance with DoD PKI policy.
7.4.3 Cost Performance Report

The contractor shall submit the Cost Performance Report (CPR) IAW CDRL S030.

7.4.4 Contract Funds Status Report

The contractor shall submit the Contract Funds Status Report (CFSR) IAW CDRL S031.

7.4.5 Integrated Master Schedule 

The contractor shall submit the Integrated Master Schedule (IMS) IAW CDRL S032.  The IMS shall be updated monthly as an Earned Value Management tool to monitor program progress in meeting measurable program events.  

7.5 Contract Data Deliverables

7.5.1 Media and File Formats for Deliverable Data

Microsoft (MS) Office 2000 suite of applications, MS Word, MS Excel, MS PowerPoint, and MS Project, are the preferred file formats for data furnished under this contract.  2D drawings shall be in DXF (AutoCAD) file format and 3D drawings and modeling data shall be in IGES file format.  For unclassified data made available via the Web-based Knowledge Center, MS Internet Explorer 5.5 (or later) or Netscape Navigator / Communicator 5.0 (or later) are the preferred browsers.  Other formats for the transmittal of contract documentation and methods for electronically signing DD Form 250s, Material Receipt and Acceptance, shall be as set forth in the contract and as agreed to by the Government / contractor IPT.

7.5.2 Data Deliveries

The contractor shall maintain control and accounting of all data products prepared under this contract.  The contractor shall assist in reconciling contractor data submission discrepancies and updating data submissions.  This assistance shall include identifying additional deliverable items, as well as recommending items for tailoring or deletion when appropriate.  All unclassified data delivered or data made available during this contract shall be furnished electronically via the PEO C3T Knowledge Center Web site. All classified data shall be handled and delivered in accordance with the Department of Defense, 5220.22-M, National Industrial Security Program – Operating Manual.  The level of security that applies to the work performed under this contract is set forth on the DD Form 254, Contract Security Classification Guide. Security measures will be implemented to safeguard transmission of and access to contractor proprietary data.

7.5.3 Software Resources Data Report (SRDR) – (Non Financial Reports)

The Software Resources Data Report (SRDR) shall be prepared by the contractor.  These CCDR requirements apply to the SE&I contract, to include all Delivery Orders and the contractor shall submit Software Resources Data Report (SRDR): Initial report (DD Form 2630-2) IAW CDRL S049, and Software Resources Data Report (SRDR): Final report (DD Form 2630-3-1) IAW CDRL S050.  

The 2630-2 and 2630-3 will be submitted to OSD, PA&E, Contractor Cost Data Report Projects Office (CCDR-PO) IAW CDRL S049 and S050.   Both new and upgrade developments are applicable to the proposed reporting.  Maintenance only activities or Post Deployment Software Support (PDSS) are not a part of this data collection.  

The non-financial DD Form 2630 series (SRDR) is needed to supply the Government with basic information about the size, effort, schedule, and quality of a development or upgrade software product. The DD Form 2630-2 and DD Form 2630-3 are authorized by the associated CDRL. To minimize the cost and maximize the meaningfulness of the data reported, the DD Form 2630 forms and their instructions must be customized so as to conform as closely as possible to measures customarily used by the software development organization while still satisfying the basic Government requirements. 

The Government has pre-determined – based on a targeted work breakdown structure – those elements within the WBS on which it desires a DD Form 2630. These elements are indicated within Attachment [x]. The customized DD Form 2630-2 must be submitted before and the customized DD Form 2630-3 must be submitted after development for each of the identified software elements within this WBS. The sample DD Form 2630 shows desired data items that are appropriate for the DD Form 2630-2 (prior to development) and DD Form 2630-3 (end of development) submissions. The developer shall submit a SPDR Data Dictionary with specific data item definitions for the proposed customized DD Form 2630-2 and DD Form 2630-3 as part of the software development proposal.  

A DD Form 2630-2 must be submitted within 60 days of contract award and must contain estimates at complete for measures of size, effort, and schedule. Estimated values should be at the 50% confidence level, i.e., the probability that the actual value will be lower than the estimated value should equal the probability that it will be higher. A DD Form 2630-3 must be submitted within 60 days of software product delivery. A DD Form 2630-3 contains actual values at complete for measures of size, effort, schedule, and quality. If a contract anticipates multiple deliveries of a product, such as successive builds or releases, a DD Form 2630-2 must be submitted to provide estimates at complete for each expected delivery and a DD Form 2630-3 must be submitted after each software element is delivered.  DD Form 2630-2 and DD Form 2630-3 must also be submitted for any elements developed by a subcontractor that exceed $25 million (FY 2002) in software development cost. Subcontracted software development for less than $25 million (FY 2002) may be reflected (rolled-up) in the data provided on the primary DD Form 2630 or may be reported separately, as appropriate or reasonable. A DD Form 2630-3 is required at contract completion that covers the entire software product.

The customized DD Form 2630-2 and the customized DD Form 2630-3 must reflect the same measures and definitions so that the two reports will give corresponding views of the expected and actual size, effort, schedule, and quality of a developed product. 

See DOD 5000.4-M-2 SRDR Manual for instructions and SRDR Excel forms at http://dcarc.pae.osd.mil SRDR webpage.
8. All SRDR reports should be posted on the PEO C3T Knowledge Center and emailed to CCDRPO@OSD.pentagon.mil.
process effectiveness

8.1 quality assurance

8.1.1 Quality Assurance Documentation

The contractor shall develop / update the Software Quality Program Plan IAW CDRL S033, as required.

8.1.2 Quality Assurance Activities

The contractor shall participate in activities assuring the quality of FBCB2 products.  These activities should include, but not be limited to:

A. Participation in internal and external Peer Reviews covering products affecting FBCB2.

B. Audits of the software code production process, including the software development files.

C. Audits of hardware prototype design drawings and parts lists.

D. Reviews and audits of project plans, procedures, and reports.

E. Witnessing of dry runs of software and hardware test procedures.

F. Witnessing of formal software and hardware test procedures, and collect data on the results. 

G. Inspection of project products shipped or received.

H. Support for the Physical Configuration Audit (PCA) and Functional Configuration Audit (FCA).

8.2 configuration management

8.2.1 Configuration Management Documentation

The contractor shall maintain an in-house configuration management system and provide configuration control of documentation and equipment accountable to this contract.  The contractor shall develop / update the following documents, as required.

A. Configuration Management Plan (CMP) IAW CDRL S034. 

B. Data Management Plan IAW CDRL S035.

C. FBCB2 Product Assurance Procedures IAW CDRL S036.

8.2.2 Configuration Items

The contractor shall identify Configuration Items (CIs).

8.2.3 Configuration Control Participation

Throughout the life of the contract, the contractor shall participate in Configuration Control Boards (CCB) meetings and provide engineering support of the CCB for the purpose of assisting the Government in maintaining configuration control between the FBCB2 products and external systems.  Engineering Change Proposals (ECPs) shall be prepared when changes to controlled products are required to support new / emerging requirements or to correct deficiencies.  The contractor shall also respond to externally generated ECPs and provide impact assessments as requested by the CCB.  The contractor shall follow the procedures described in the FBCB2 CMP.

8.3 Software reproduction and distribution

Each approved software product developed under the contract shall be reproduced and distributed as specified in CDRL S037.  Each software product requires Government approval prior to an official software product release.

9. Integrated LOGISTICS Support 

The contractor shall develop / update logistics products as result of 1) new system capabilities, 2) new software functionality, and / or 3) prototype hardware changes / additions.  These logistics products shall include, but are not limited to:

A. Technical Publications

B. Provisioning requirements

C. Supply support

D. Reliability, Availability and Maintainability (RAM)

E. Support and Test Equipment

F. Failure Reporting Systems

G. Customer Support Maintenance

H. Maintenance concept transitions

The contractor shall prepare these products in a timely manner to support the current versions of the prototype hardware and software products.  

9.1 Technical Publications

The contractor shall develop / update a variety of technical publications to include FBCB2 Pocket Guides, Operator Manual, Unit and Direct Support Maintenance Manuals, Supply Bulletin, Technical Manual Plan, and User Updates/Technical Bulletins, IAW CDRLs S038, S039, S040, S041, S042, and S043 respectively.  The Manuals shall contain all safety warnings required to ensure safe operation of the FBCB2 products and make maximum use of existing manuals and procedures. The Software User’s Manual (SUM) shall be prepared in the same media (Hyper Text Mark Up Language (HTML)) and format as is currently fielded per CDRL S044.  As required, Installation Kit Technical Bulletins documenting the incorporation of updated FBCB2 products into additional platforms and vehicles shall be submitted IAW CDRL S045.  All technical documentation shall be validated by the contractor and verified with PM FBCB2 and appropriate military occupational skilled personnel.  The contractor shall correct deficiencies found during verification and deliver revised documentation in accordance with the appropriate CDRL.  TM 11-7010-326-10 and TM 11-7010-326-20&P shall be developed as XML Integrated Electronic Technical Manuals  (IETMs) using the CECOM Document Type Definition (DTD) (compliant with MIL-STD-2361A and MIL-STD-40051A), the CECOM stylesheet (IAW XSL 1.0 working draft), and AR 25-30 as a guide.  Both IETMs shall be embedded as delivered as part of the FBCB2 system.
9.2 Provisioning Requirements

The contractor shall develop / update System Level and Installation Kits Provisioning Parts List (PPL) with the corresponding Engineering Data For Provisioning.

9.3 Failure Reporting System for Prototype Hardware Products

The contractor shall develop / update databases and reporting systems used for generating reports and analysis of failure and repair data, as required for hardware prototypes developed under this SOW and its associated Delivery Orders. 

10. Training

10.1 TRAINING DEVELOPMENT and documentation  

The contractor shall develop / update training documentation to support new system / software / prototype hardware functionality delivered under this SOW and its associated Delivery Orders.  The training documentation developed or updated for New Equipment Training (NET) for the General Purpose User (GPU), Unit Maintenance, and Direct Support shall include task conditions, standards, steps, and references as prescribed in TRADOC Regulation 350-70.  The training documentation shall be submitted IAW CDRLs S046, S047, and S048 respectively.  Training documentation shall include the following:

A. Programs of Instruction (POIs)

1. Core

2. Vehicle

3. Cadre

4. Leaders

5. Unit Maintenance 

6. Direct Support Maintenance 

B. Instructor Guides

C. Task data for Government incorporation into Lesson Plans

D. Presentation Media

E. Practical Exercises 

F. Test Packages

10.1.1 Army Systems Approach to Training

In compliance with requirements from TRADOC’s Deputy Chief of Staff for Training, the use of the most current version of Army Systems Approach to Training (ASAT) is required for entering all task data, in accordance with TRADOC Regulation 350-70 as guidance. The contractor shall develop / update training documentation to comply with this requirement.  Additionally, all training documentation shall be developed in accordance with the Training Requirements Analysis system process and the ASAT.  

10.2 Embedded Training

For each software product release, the contractor shall develop / update the Embedded Training (ET) functionality developed under the previous SE&I contract (Contract Number DAAB07-01-D-E502).   Embedded training shall be Digital Divisions 2 Through N (DD2-N) compliant.

The contractor shall design Context Sensitive Interactive Embedded Training Modules to teach FBCB2 operation and assist in system trouble-shooting at the operator level.  These Embedded Modules shall provide interactive training similar to the Just-in-Time Training (JITT) prototype developed under the previous SE&I contract effort (Contract Number DAAB07-01-D-E502), and shall enhance the JITT approach to include both a technical and tactical training solution.  The contractor, as the system integrator, shall maximize field experience and tactical expertise to construct modules that serve as comprehensive embedded training for all Battlefield Functional Areas.

Training product development shall conclude when the Context Sensitive Interactive Embedded Training has been incorporated into FBCB2 products, validated/verified by field experienced personnel, and deficiencies corrected. The contractor shall deliver revised Interactive Embedded Training concurrent with the software products for certification.  These Embedded Modules will serve two critical training functions:  

A. Most importantly, everywhere the current context-sensitive textual help is offered, a button will be added that will link to the Embedded Training Module for that particular function.  The user will have the option of reading the textual help and moving on, or taking some or all of the interactive training – right on the FBCB2 system.

B. Each Embedded Training Module shall be developed to also run independently of the system, both on the Web and on CD, for soldier Distance Learning opportunities.  To meet this requirement, all modules shall conform to the OSD Advanced Distributed Learning (ADL) initiative, Sharable Courseware Object Reference Model (SCORM), and shall also conform to the ABCS Interactive Multimedia Instruction (IMI) Style Guide.

10.3 Development of Distance Learning Training Tools 

The contractor shall develop distance learning training tools that support the requirements of the Army Training Information Architecture (ATIA) and the DD2-N Training Initiative.  The ATIA and DD2-N will take a systems-of-systems approach, linking together training opportunities from Embedded Training (ET), Interactive Courseware (ICW), and Simulation / Stimulation, through an Advanced Distributed Learning (ADL) compliant network infrastructure, that will provide a backbone for tying globally distributed training sites together.  Since FBCB2 is a component of this system, the contractor shall develop / update training materials to comply with ATIA and DD2-N requirements.

The Distance Learning Training Tools to be developed shall meet the aforementioned criteria, and support such areas as: Network-Based Delta Training; Network-Based Sustainment Training for the GPU; Network-Based Scenario Generator for Sustainment Training and Practical Exercises; Network-Based Intelligent Tutoring System (ITS) for the 31U Maintenance Sustainment Training / Troubleshooting; and ITS for Leader Training.

11. Contract Data Requirements List (CDRLs)

The documentation deliverable under this contract is summarized in the following CDRL.  The corresponding DD1423s are attached.

Soft copies of all documents and data in excess of 25MB will be delivered via a compact disc.

	CDRL NUMBER
	CDRL TITLE

	S001
	SYSTEM ENGINEERING MANAGEMENT PLAN (SEMP)

	S002
	SCIENTIFIC & TECHNICAL REPORTS (REQUIREMENTS TRACEABILITY REPORT)

	S003
	SCIENTIFIC & TECHNICAL REPORTS (INCREMENTAL IMPLEMENTATION PLAN)

	S004
	SCIENTIFIC & TECHNICAL REPORTS (ARCHITECTURE DESCRIPTION & OPERATIONAL CONCEPT)

	S005
	SYSTEM/SEGMENT DESIGN DOCUMENT

	S006
	SCIENTIFIC & TECHNICAL REPORTS (Tactical Internet system description document)

	S007
	SCIENTIFIC & TECHNICAL REPORTS (SYSTEM ENGINEERING STUDIES)

	S008
	SCIENTIFIC & TECHNICAL REPORTS (Hardware/Software Investigative Analysis)

	S009
	DETAILED DRAWINGS

	S010
	INTERFACE CONTROL DOCUMENTS

	S011
	SCIENTIFIC & TECHNICAL REPORTS (Joint technical architecture COMPLIANCE PLAN)

	S012
	SAFETY ASSESSMENT REPORT

	S013
	SCIENTIFIC & TECHNICAL REPORTS (SECURITY CERTIFICATION & ACCREDITATION PLAN)

	S014
	SCIENTIFIC & TECHNICAL REPORTS (SYSTEM CONFIGURATION/COMPATIBILITY MATRIX REPORT)

	S015
	SCIENTIFIC & TECHNICAL REPORTS (FBCB2 Product Line Catalog and Configuration Matrix)

	S016
	SCIENTIFIC & TECHNICAL REPORTS (DII COE COMPLIANCE PLAN)

	S017
	SOFTWARE DEVELOPMENT PLAN

	S018
	VERSION DESCRIPTION DOCUMENT

	S019
	SOFTWARE DATA DICTIONARY DOCUMENT

	S020
	SOFTWARE ARCHITECTURE DESCRIPTION DOCUMENT

	S021
	SOFTWARE TEST PLAN AND VERIFICATION MATRIX

	S022
	SOFTWARE TEST PROCEDURES AND DESCRIPTIONS

	S023
	SOFTWARE TEST REPORT

	S024
	MANAGEMENT PLAN (PROGRAM MANAGEMENT PLAN)

	
	

	S025
	SCIENTIFIC & TECHNICAL REPORTS (MEETING MINUTES)

	S026
	STATUS REPORT (MONTHLY STATUS REPORT)

	S027
	SCIENTIFIC & TECHNICAL REPORTS (INTEGRATED BASELINE REVIEW)

	S028
	COST DATA SUMMARY REPORT

	S029
	FUNCTIONAL COST HOURLY REPORT

	S030
	COST PERFORMANCE REPORT

	S031
	CONTRACT FUNDS STATUS REPORT

	S032
	INTEGRATED MASTER SCHEDULE

	S033
	SCIENTIFIC & TECHNICAL REPORTS (SOFTWARE QUALITY ASSURANCE PLAN)

	S034
	SCIENTIFIC & TECHNICAL REPORTS (CONFIGURATION MANAGEMENT PLAN)

	S035
	SCIENTIFIC & TECHNICAL REPORTS (DATA MANAGEMENT PLAN)

	S036
	Scientific & Technical Reports (Product Assurance Procedures)

	S037
	Scientific & Technical Reports (Software Reproduction Procedures)

	S038
	Scientific & Technical Reports (Pocket Guide)

	S039
	Scientific & Technical Reports (Operator’s Manual)

	S040
	Scientific & Technical Reports (Unit Maintenance Manual)

	S041
	Scientific & Technical Reports (Direct Support Maintenance Manual)

	S042
	Scientific & Technical Reports (SUPPLY BULLETIN SB 700-20)

	S043
	Scientific & Technical Reports (TECHNICAL MANUAL PLAN)

	S044
	Software Users Manual

	S045
	Scientific & Technical Reports (iNSTALLATION kIT TECHNICAL BULLETIN)

	S046
	Scientific & Technical Reports (Training Documentation for Unit Maintainers)

	S047
	Scientific & Technical Reports (Training Documentation for DIRECT SUPPORT Maintainers)

	S048
	Scientific & Technical Reports (Training Documentation Operators)

	S049
	SOFTWARE RESOURCES DATA REPORT (INITIAL DEVELOPER REPORT)

	S050
	SOFTWARE RESOURCES DATA REPORT (FINAL DEVELOPER REPORT)

	S051
	CONTRACT WORK BREAKDOWN STRUCTURE


APPENDIX A – GLOSSARY

	Word or Term
	Definition

	
	

	CCD
	Configuration Control Document is an ECP, RFD and RFW or a part thereof that define changes to a Configuration Item.

	CI
	Configuration Item is an item (hardware or software) that is placed under configuration control and is described by configuration documentation: specifications, drawings, product data, etc.

	ECP
	Engineering Change Proposal is a proposed permanent change to the requirements in a configuration control document.

	FBCB2
	Force XXI Battle Command Brigade and Below

	FBCB2 System
	Includes the hardware and software which provides the FBCB2 Operational capabilities, including installation kits/hardware which can be supplied under this contract or a separate contract as GFE.

	FBCB2 Equipment
	Any part of the FBCB2 System (except software).

	Installation Kit
	A set of items including: mounting hardware, connectors, special tools, expendable items and instructions required to install an FBCB2 System configuration on a specific platform.

	MWO
	Modification Work Order.  All hardware/ software, parts, instructions, data, necessary to implement an approved modification to a delivered/fielded system/equipment.

	Platform
	The vehicle or system on or in which the FBCB2 is installed, including Land Warrior soldier/system.

	TAT
	Turn-Around-Time

	RFD
	Request for Deviation is a request by the contractor to temporarily deviate from requirement(s) in a configuration control document and is submitted before a non-compliance occurs.

	RFW
	Request for Waiver is a request by the contractor to waive requirements specified in a configuration control document after a non-compliance has occurred.

	VECP
	Value Engineering Change Proposal is an ECP submitted in response to the Value Engineering incentive clause of the contract.


APPENDIX b – acronyms

	ABCS
	Army Battle Command Systems

	ACAT
	Acquisition Category

	ADL
	Advanced Distributed Learning

	ADOC
	Architectural Description and Operations Concept

	ADP
	Automated Data Processing

	AFATDS
	Advanced Field Artillery Tactical Data System

	AIS
	Automated Information Systems

	AMDWS
	Air and Missile Defense Workstation

	API
	Application Program Interface

	AR
	Army Regulation

	ARB
	Architecture Review Board

	ASAS
	All Source Analysis System

	ASAT
	Army Systems Approach to Training

	ATIA
	Army Training Information Architecture

	BFT
	Blue Force Tracking

	C2
	Command and Control

	C3T
	Command, Control and Communication (Tactical)  

	C&A
	Certification and Accreditation

	CCB
	Configuration Control Board

	CCDR
	Contractor Cost Data Reporting

	CDA
	Commander’s Digital Assistant

	CDRL
	Contract Data Requirements List

	CDSR
	Cost Data Summary Report

	CECOM
	Communications and Electronics Command

	CFSR
	Contract Funds Status Report

	CI
	Configuration Item

	CMP
	Configuration Management Plan

	CNR
	Combat Net Radio

	COE
	Common operating Environment

	CONUS
	Continental United States

	COTS
	Commercial Off The Shelf

	CPR 
	Cost Performance Report

	CTSF
	Central Technical Support Facility

	CWBS
	Contract Work Breakdown Structure

	DA
	Department of the Army

	DII
	Defense Information Infrastructure

	DO
	Delivery Order

	DOD
	Department of Defense

	DTD
	Document Type Definition

	DXF
	Data Transfer File

	ECP
	Engineering Change Proposal

	EMC
	Electromagnetic Compatibility

	EMI
	Electromagnetic Interference

	EPLRS
	Enhanced Position Location Reporting System

	ET
	Embedded Training

	FBCB2
	Force XXI Battle Command Brigade and Below

	FCA
	Functional Configuration Audit

	FCHR
	Functional Cost-Hour Report

	GCCS-A
	Global Command and Control System – Army

	GFE
	Government Furnished Equipment

	GFI
	Government Furnished Information

	GIGes
	Global Information Grid Enterprise Services

	GOTS
	Government Off The Shelf

	GPU
	General Purpose User

	GSA
	General Services Administration

	HF
	High Frequency

	HTML
	Hyper Text Mark Up Language

	I&RTS
	Integration and Run Time Specification

	IA
	Information Assurance

	IAW
	In Accordance With

	IBR
	Integrated Baseline Review

	ICD
	Interface Control Document

	ICW
	Interactive Courseware

	IETM
	Integrated Electronic Technical Manual

	IEW
	Intelligence and Electronics Warfare

	IGES
	Initial Graphics Exchange Specification

	IK
	Installation Kit

	IMI
	Interactive Multimedia Instruction

	IMS
	Integrated Master Schedule

	INC
	Internet Controller

	IPT
	Integrated Product Team

	ISO
	International Standards Organization

	ITS
	Intelligent Tutoring System

	JBFSA
	Joint Blue Force Situational Awareness

	JITT
	Just-in-Time Training

	JTA
	Joint Technical Architecture

	JTRS
	Joint Tactical Radio System

	LAN
	Local Area Network

	M&S
	Modeling and Simulation

	MANPRINT
	Manpower and Personnel Integration

	MCS
	Maneuver Control System

	MDP
	Multicast Dissemination Protocol

	MIL-STD
	Military Standard

	MS
	Microsoft

	MSE
	Mobile Subscriber Equipment

	MSR
	Monthly Status Report

	NCES
	Net-Centric Enterprise Services

	NDTR
	Near Term Digital Radio

	NET
	New Equipment Training

	NISPOM
	National Industrial Security Program Operating Manual

	NRL
	Naval Research Laboratory

	NSA
	National Security Agency

	OCONUS
	Other than Continental United States

	OPFAC
	Operational Facility

	ORD
	Operational Requirements Document

	ORG ID
	Organization Identification

	OSD
	Office of the Secretary of Defense

	PA&E
	Plans Analysis and Evaluation

	PCA
	Physical Configuration Audit

	PEO
	Program Executive Office

	PIPT
	Program Integrated Product Team

	PKI
	Public Key Infrastructure

	PLOA
	Product Line Objective Architecture

	PM
	Program Manager

	PMP
	Program Management Plan

	POI
	Program of Instruction

	PPL
	Provisioning Parts List

	RAM
	Reliability, Availability and Maintainability

	SA
	Situational Awareness

	SATCOM
	Satellite Communications

	SCORM
	Sharable Courseware Object Reference Model

	SDP
	Software Development Plan

	SE&I
	Systems Engineering and Integration

	SEI
	Software Engineering Institute

	SEMP
	System Engineering Management Plan

	SIL
	System Integration Laboratory

	SINCGARS
	Single Channel Ground and Airborne Radio System

	SMI
	Soldier-Machine Interfaces

	SOP
	Standard Operating Procedures

	SOW
	Statement of Work

	SPR
	Software Problem Report

	SRR
	System Requirements Review

	SSEI
	System of Systems Engineering and Integration

	S/SAT
	System / Segment Acceptance Test

	S/SDD
	System / Segment Design Document

	S/SDR
	System / Software Design Reviews

	STAMIS
	Standard Army Management Information System

	STP
	Software Test Plan

	STR
	Software Test Report

	STVM
	Software Test Verification Matrix

	SUM
	Software User’s Manual

	SWADD
	Software Architecture Description Document

	TI
	Tactical Internet

	TIDP
	Technical Interface Design Plan

	TIM
	Technical Interface Meeting

	TIMS
	Tactical Internet Management System

	TISDD
	Tactical Internet System Description Document

	TOC
	Tactical Operations Centers

	TRADOC
	Training and Doctrine Command

	TRL
	Technical Readiness Level

	TSM
	Training and Doctrine Command (TRADOC) System Manager

	TSR
	Total System Responsibility

	UAV
	Unmanned Aerial Vehicle

	UFD
	User Functional Document

	URN
	Unit Reference Number

	USB
	Universal Serial Bus

	USM
	User Security Manual

	UTO
	Unit Task Organization

	UTR
	Unit Task Reorganization

	WIN-T
	Wide Area Information Network-Tactical

	WIPT
	Working Integrated Product Team

	VMF
	Variable Message Format

	VWE
	Virtual Working Environment

	XML
	Extensible Markup Language


� The web site address for the cognizant office � HYPERLINK "http://dcarc.pae.osd.mil" ��http://dcarc.pae.osd.mil�. Encryption certificates can be obtained by accessing the DACIMS registration page at this site. After registering, data files can be e-mailed as attachments to CCDRPO@osd.pentagon.mil.
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