Aug 26 04 11:44a

PM NBC Def Sd9s

Fort Mon

p-2
DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION a. FACILITY CLEARANCE REQUIRED
Secret
(The requirements of the DaD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to 8!l agpects of this slfort) Secret
P —————
2. THIS SPECIFICATION IS FOR: (X and compicie as appilcabla) 3. THIS SPECIFICATION IS: (X and complem as applicadie)
a. FIRIMC CONTRACT NUMBER n. ORIGINAL (Complete Gate in il cas=s) Date (YYYYMMDO}
K |T18BD X 20040823
b. SUBCONTRACT NUMBER b, REVISED (Supersedas | Rawision No. Date (YYYYMMOD)
N/A il pravious spacs)
[l O | NA N/A N/A
<. SOLICITATION OR OTHER NUMBER Oua Date (Y ¥ YYMMOL) <. FINAL {Compioha fism 3 In all cases) Oaw (YYYYMMOD)
& | wW15P7T-04-R-K257 20040908 O [wa N/A
4. IS THIS A FOLLOW-ON CONIRACY? [m] YES [ [ | NO.If Yeu vumplute the fallowing
Classified material received or generated under (Preceding Contract Number) is fransferred to this follow-on contract
3. IS THIS & FINAL DU FORM 2547 ) TES || NO. N Yas complets the following
In response to the contractor's request dated | , retention of the identified clessified material is authorized for the period of
s
6. CONTRACTOR (Includa Cnmmercial and Government Entity ( CAGE) Cods, ]
3. NAME, ADDRESS, AND ZIP CODE ©. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Codej
TBD
[ 7. SUBCONTRACTOR
2. NAME, ADDRESYS, AND ZIP COUE b. CAGL CODL <. COCNIZANT SECURITY OFFICES ( Nante, Address, ond Jip Cowia)
N/A N/A N/A
8. ACTUAL PERFORMANCE
a. LOCATION h. CAGE CODE c. COGNIZANT SECURITY OFFICE (Nemw, Address, and Zip Cads)
TBD s
H
e e—————————— P —
9, GENERAL IDENTIFICATION OF THIS PROCUREMENT ]
Production and Test of Radiac Set: AN/UDR-13 Pocket Radiac (PR) and spares, as it pertains to Nuclear Survivability
results.
Ay E—————
10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRAC {OR WiLL: YES | NO
1. COMMUNICATIONS SECURITY (COMSEC) O O | 3. HAVE ACGEBS TO CLASSIFIED INFORMATION OMLY AT ANOTHER O &
INFORMATION CONTRAGTOR'S FACILITY OR A GOVERNMENT ACTMTY
b. RESTRICTED DATA ] ] | b RECENVE CLASSIFIED DOCUMENTS ONLY
o CRITICAL NUCLEAR WEAFON DESIGN INFORMATION DI | . RECEIVE AND GENERATE CLASSIFIED MATERIAL
d_ FORIWERLY RESTRICTED DATA: ] | 9 FABRICATE, MODIFY, OR STORE CLASSIFIEC HARDWARE B
o THTELLIGENCE INFORMATION: o PERFORM SERVICES ONLY DR
(1) Banall parmomed [nformatien (3C1) | T RAVE ACCESS 7O U.S. CLASGIFIED INFORMATION OUTSIDE THE U S., PUERTO [
RICO, U6, POSSESSIONS ANO TRUST TERRITORIES
(2) Non-3Cl O 9. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL - O X
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCESS INFORMATION O || h REQUIRE A COMSEC ACCOUNT [] X
9. NATO INFORMATION 15 ). HAVE A TEMPEST REQUIREMENT ]
. FOREIGN GOVERNMENT INFORMATION B || . MAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
I LIMITED DIGSEMINATION INFORMATION “IXI [« BE AUTHORIZED TG USE THE DEFENSE COURIER SERVICE Cl =
| i. FOm OFFICIAL UBE ONLY INFORMATION | Ty —— [ X
K. OTHER Specify} ] X
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12, PUBLIC RELEASE. Any infarmation (ciassified or unciazzifiad) pertaining to this contract shiil not bo reledeed for public dt ation axcept us providud Ly the induatrisl
Security Manual of unless | hos boon approved for public roleasa by appropriawe U.5. Governmert authority. Proposed public rolgese shall be submitted for approval priof to rolcase
Mo [Erconiran
RADIAC SYSTEM MANAGER
ATTN: SFAE-CBD-NBC-DR
FORT MONMOUTH, NJ 07703-5211
o tha DITECISR fof Frocdom of inmminativn and Sucantty Review, Offico of tha m S of Dafe (Public Affvie)*® feor roniaw
|nhemaao\'nonooDU=nr l8s, T for di ire sholl be submilted t that agency
13, SECURITY GUIDANCE. Tha secuyrity ck " ik dad for this effert s identifitd bekvw X any ddﬁcuny  encountared in applying this guldance or ¥ any other cordributng factor indicates 3
nead for changes in this guidance, the contractor i authorized and 1o pt flahge the guidance or classification assigned to any Information or matoriat fumished or
paneratsd under this contreet; and to suhmn ony quetiions for hbrpnhhon of this ou\dnncn to thp official nhnﬂﬁed bekw Pending ﬂnul dscu.uon the mromnnon Invehvod smu be handied nnd protected @ the
highust lavel of classificotion assigned dad {FMI in as appopr Qrrort. ARSC), OF TONWard under asp , any Joc iz o hovain.
Acid additianal pages as roedd 10 provid L

Contractor requires access to relevant sections of the following:

a. QSTAG-244(C), Nuclear Survivability Criteria for Military Equipment (U), 27 Oct. 80.

b. Nuclear Survivability Criteria for the Radiac Set AN/UDR-13 (Pocket Radiac), USANCA, 31 Mar, 89.
11¢c. Nuclear Weapons Effects Test Report and Nuclear Survivability Design Parameters Report, to be generated by the
cantractor, are to be marked SECRET and CONFIDENTIAL respectively.
10j. Appendix F - Safeguarding “FOR OFFICIAL USE ONLY" (FOUQ) information.
13a. Contractor personnel performing IT sensitive duties are subject to investigative and assignment requiraments IAW AR
25-2, AR 380-67 and affiliated regulations.
13b. Classified information will be protected IAW the NISPOM, Chapter 5.

(& ._QgaMO{Z

Approved Date
EDWARD O.(GROEBER

RADIAC SYSYEM NAGER

DSN: 987-5159, COM: (732) 427-5159

14, AODITIONAL SECURlTY REQUIREMENTS, Requiremants, in addition to ISM requircments, are biishoed for this ct. (if Yos, idently the pertimestt Yo No
contractual clauses in the contract dacultent Lsell, or provide an appropriate stemont which [dentifies the uddmnml requirements. Provide a copy of the requirames
10 the cognizant securlty office, Usc llom 13 ¥ aoditional space is meded.) ¥

TS INSPECTIONS. Eloments of thiz cortracl are outsids the inspaction responalbility of the cognizant securfty office, (If Yes, explain and dantify spuicific aroas of Yos Ne
ororments carved out dnd the ectivity rasponzible for inspections, Use Hem 13 If eaditional speto is needad.
16. CERTIFICATION AND SIGNATURE. Scsurity requirements stated herein are plete and adeq for sufeguarding the classified information to be roicased ar
jicnerated under this classified offort. All quoxtinng shall be referred to the aificlal named below. )
4. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE T . TELEPHONE (inciude Aroa Code)
Mary M. Paterno-Mihalko Contracting Officer DSN: 992-3992
COM: 732-532-3992

4. ADDRESS (Inciude ZIP Cade) 17. REQUIRED DISTRIBUTION

USA CECOM ACQ

3. CONTRACTOR

Bidg 1208, 2™ Floor
Fort Monmouth, New Jersey 07?\03—5000
o 2

b GUDGCONTTIACTOR -

o, COGNIZANT RECURITY OFFICT FOR PRIME AND SUBCONTRACTOR

d. U.5. ACTIVITY REAPONEIBLE FOR OVERAEAS SECURIY ADMINISTRATION

o, ADMINISTRATIVE CONTRACTING OFFICER
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t. OTHERS AS NECESSARY
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CONTRACT #
SOLICITATION # Wi>P7T-04-R-K257

APPENDIX F

SAFEGUARDING “FOR OFFICIAL USE ONLY” (FOUO) INFORMATION
Provided by the Deputy!Chief of Staff for Intelligence (DCSINT)

1. The “FOR OFFICIAL USE ONLY” marking is assigned to information at the time of its creation in a DOD User
Agency. It is not authorized as a substitute for a security classification marking but it is used on official

Government Information that may be withheld ﬂrom the public under exemptions 2 through 9 of the Freedom of
Information Act.

2. Other non-security markings such as “Limited Official Use” and “Official Use Only” are used by non-DOD User

Agencies for the same type of information and should be safeguarded and handled in accordance with instructions
received from such agencies. |

|
3. Use of the above markings does not mean tha¢ the information cannot be released to the public, only that it must

be reviewed by the Government prior to its reledse, to determine whether a significant and legitimate Government
purpose is served by withholding the information Fonions of it.

4. IDENTIFICATION MARKINGS: ‘

a. An unclassified document containing FOUO information will be marked “For Official Use Only” at the

bottom of the front cover (if any), on the first page, on each page containing FOUO information, on the back page,
and on the outside of the back cover (if any). No portion marking will be shown.

b. Within a classified document, an individual page that contains FOUO and classified information will be
marked at the top and bottom with the highest security classification appearing on the page. If an individual portion
contains FOUO information but no classified information, the portion will be marked ‘FOUO.’

¢. Any “FOR OFFICIAL USE ONLY? information released to a contractor by a DOD User Agency is
required to be marked with the following statement prior to transfer:

THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE
UNDER THE FOIA. EXEMPTIONS APPLY. 1

d. Removal of the “FOR OFFICIAL USE ONLY” marking can only be accomplished by the originator or
other competent authority. When “FOR OFFICIAL USE ONLY” status is terminated, all known holders will be
notified to the extent possible.

5. DISSEMINATION: Contractors may disseminate “FOR OFFICIAL USE ONLY” information to their
employees and subcontractors who have a need for the information in connection with a classified contract.

6. STORAGE: During working hours “FOR OFFICIAL USE ONLY” information shall be placed in an out-of-
sight location if the work area is accessible to persons who do not have a need for the information. During non-
working hours, the information shall be stored to preclude unauthorized access. Filing such material with other
unclassified records in unlocked files or desks is adequate when internal building security is provided during non-
working hours. When such internal security control is not exercised, locked buildings or rooms will provide

adequate after hours protection or the material can be stored in locked receptacles such as file cabinets, desks or
bookcases.

7. TRANSMISSION: “FOR OFFICIAL USE ONLY” information may be sent via first-class mail or parcel post.
Bulky shipments may be sent fourth-class mail.

8. DISPOSITION: When no longer needed, FOUO information may be disposed of by tearing each copy into
pieces to preclude reconstructing, and placing it in a trash container or as directed by the User Agency.

9. UNAUTHORIZED DISCLOSURE: Unauthorized disclosure of “FOR OFFICIAL USE ONLY” information
does not constitute a security violation but the releasing agency should be informed of any unauthorized disclosure.
The unauthorized disclosure of FOUO information protected by the Privacy Act may rséylt in criminal sanctions.

10. Point of contact is the DCSINT, DSN 987-5875, Commercial (732) 532-5875.

'\



