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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

@, FACILITY CLEARANCE REQUIRED

{The requirements of the Dol industrial Security Manual apply —— EVEL OF EAFEG g‘OP SECRET
ta all security aspects of this effort.) ’ SLARDING REQUIRED
TOP SECRET
2. THIS SPECIFICATION IS FOR: 1X and complete as applicable) 3. THIS SPECIFICATION 15 /¥ and vomplete as applicabls)
% 4, PRIME CONTRACT NUMBER X o DATE (YYYYAMAQD)
4. ORIGINAL {Comgplate date in all cases)
TBD 20041001
b. SUBCONTRACT NUMBER b, REVISED REVISION NO, DATE {¥¥YYYMMDD)
x {Supersedes sl
N/A Previous specs)
c. SOLICITATION OR OTHER NUMEER DUE DATE (Y'Y YYAt4pD) DATE (YYYYMMDD]
x TBD c. FINAL {Complate ftem & in all casesi

4. 1S THIS A FOLLOW-ON CONTRACT?

Classified material receivad or generated under

RS

I NG, If Yes, complate the following:
DAABO7-03-C-P404

fPraceding Contract Number! is transferrad to this follow-on contract.

5. 18 THIZ A FINAL DD FORM 2547

In response 1o the contractor's request dated

! YES

2 [ NO. If Yes, complete the following:

, retantian of the classified matarial is authorized for the period of

6. CONTRACTOR rinciude Commercial and Governrmaent Entity (CAGE) Codel

a. NAME, ADDRESS, AND ZIP CGDE
TBD

h. CAGE COBE

¢. COGNIZANT SECURITY OFFICE (Name, Address, and 2ip Cods)

7. SUBCONTRACTOR

2. NAME, ADDRESS, AND ZIF CODE
N/A

b, CAGE CODE

¢, COGNIZANT SECURITY OFFICE (Name, Address, and Zip Cods)

8. ACTUAL PERFORMANCE

a. LOCATION
TBD

b. CAGE CODE

¢, CQGNIZANT SECURITY QFFICE (Name, Address, and Zip Coda)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

CONTRACTOR LOGISTICE SUPPORT FOR THE AIRBORNE RECONNAISSANCE LOW MISSION EQUIPMENT;
AIRBORNE RECONNAISSANCE LOW MULTIFUNCTION (ARL-M)

10. CONTRACTOR WILL REQUIRE ACCESE TO: YES| NO |11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
8, BOMMUNICATIONS SECURITY (COMSEC) INFORMATION X 8 HAVESbiEES [0 Sl D N M D SN AL AT X
b, RESTRICTED DATA X | b. RECEVE CLASSIFIED DOCUMENTS QNLY 4
¢, CRITICAL NUCLEAR WEARON DESIGN INFORMATION XK | = recewe ano Generate CLASSIFIED MATERIAL >
d. FORMERLY RESTRICTED DATA K| 2 ramcate MODIFY, OR STORE CLASSIFIED HARDWARE pd
& INTELLIGENCE INFORMATION 8. PERFORM SERVICES OMLY 4

{1} Sensitive Compartrented Informaticn (SC1 > 2 ?ﬂé’nﬁgﬁ?égs J% Upggggg%ﬂg%;’fg%ﬁﬂg‘;'%,g%ﬁ'@g THED.E, >
@ onc) X | e ok e = COnDEEY e maHien g AN | X
1. SPECIAL ACCESS INFORMATION X | n Reaure A comsec AccounTt e
g. NATQ INFORMATION A1 L HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION A | i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS T
I LIMITER DISSEMINATION INFORMATION M. | . BE AUTHORIZED TO USE THE DEFENSE GOURIER SERVICE .
j.  FOR QFFICIAL UEE ONLY INFORMATION > I QTHER (Specify/
k. QOTHER (Epecilyil

DD FORM 254, DEC 1989

PREVIOUS EDITION |5 OBSOLETE.
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12. PUBLIC RELEASE. Any information fclessified or unclassified) peetaining to this contract shall not be released for public dissermination excapt as pravidad
by the Indusitial Security Manual or unless it has been approvad for public ralease by appropriate U.S. Government authgrity. Froposed publie releases shall
be submitied for approval prior to release m Birect m Thiough rSpecify)

PUBLIC RELEASE OF SCI IS NOT AUTHORIZED. Requests for release of other than Program Information or SCI must be
processed through the Contracts Monitor.

o the Directorate for Freedom of Infermation and Security Review, Office of the Assistant Secratary of Defense (Public Affairs)* for raview.
*In the case of non-Dol Lser Agencies, requasts for disclosura shall ba submittag {o that agency,

13. SECURITY GUIDANCE. The security classifiaction guidance needed for 1his classified effort is identified below. If any difficuity is encountered in applying
this guidonde or if any othar contributing factor indicates a nead far changes in this guidsnce, the contractor is authorized and encouraged to provide
recommended changes; to challenge the guidance or tha classification  azsigned to any information or material furnished or genarated under this contract;
and 10 submil any questions for interpretation of this guidance to the official identified below. Panding final decision, ithe information invelved shall ba
handled and pratected at tha highest level of classification assigred or recommended. (Fif in as appropriats for the classified efforl. Ansch, or forward under
S8paArata corresponoance, any documants/guitles/exiracts relorencod borein,  Add additional pages as nesded to provide complete guidance.)

10a/11h.- Accountable COMSEC information/material will be processed JAW DOD 5220.22-5. Additional Security
Guidelines for COMSEC, Appendix G.

10e (1) - Intelligence Materials Access Required, Appendix H, US Army SCI Addendum to DD Form 254, Appendix I. SCI
Classified Informartion will be protected JAW with the NISPOM, Chapter 5 and the NISPOM Supplement. See Contract
Monitor's signature block, with signatre at bottom of this block.

10e (2 - Intelligence Materials Access Required, Appendix H.

10j - Safepuarding "FOR OFFICIAL USE ONLY" (FOUQ) mformation, Appendix F.

11¢ - The contractor will receive and generate classified documents or other material and will required detailed security
guidance. "Any classified informarion generated in performance of this contract or subcontract shall be classified according to
the markings shown on source material,”

114 - Classified hardwar consist of removable hard disks drives that can be stored In an existing SCIF.

11f - Other Cities/Countries outside tUS will be Korea and Columbia.

11g - Contragtor will prepare DD Form 1540 and DD Form 1541 in advance of any work to be performed through the office
listed in Block 12 for authorized access to DTIC.

11i - Control of Compromising Emanations {TEMPEST), Appendix E.

11k - The vontracting activity will request DCS services from Commander, DCS, ATTN: Operations Division, Fort George
Meade, MD 20755-3370. Guidance for DCS is found in DOD 5200.33, Defense Courier Service Regulation.

13a - Contractor personnel performance IT sensitive duties are subject 10 investigative and assignment requiremenis IAW AR
25-2, AR 380-67 and affiliated regulations.

13b - Classified information will be protected IAW the NISPOM, Chapter 5.

Classified Information/Equipment will be protected IAW the NISPOM, Chapter 5, and NISPOM Supplement. Contractor
persontel performing ADF sensitive duties are subject to investigative and assignment required IAW AR 380-67 and affiliated
regulation.

CHARLES 5, CROOK, CONTRACTS MONITOR

14. ADDITIONAL SECURITY REQUIREMENTS. Reguirements, in addition to ISM reguiremants, are established for this contract. X | Yes I Ne
{If Yes, ifentify the pertingnt COMBCiue! clauses in the contract document itself, or pravide an appropriate statament which identifiss the additional
raguirements.  Provide a copy of the requiremonts to the cogrifzant security office. Use itam 13 if additional space iz needed.)

15. INSPECTIONS. Elements of this contract are nutside the inspection responsibility of the cognizant security office. A | Yae i Ng
1If Yes, explain and identify specific areas or alements carved out ard the aetivity rosponsibly for inspections, Use ltemn 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be raleased or generated under this classified effort. All questions shall ba referred to the official named below.

a. TYPED NAME OF CERTIFYING QFFICIAL b. TITLE G. TELEPHONE finclude Area Code)
CONTRACTING OFFICER 132-427-1322

d. ADDRESS fintiude Zip Coda) 17. REQUIRED DISTRIBUTION

X |s contracToR

b. SUBCONTEACTOR

c. COGMIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRAGCTOR

e. SIGNATURE d. U.5. ACTIVITY RESPONSIBLE FQR QVERSEAS SECURITY ARMINISTRATION
. ADMINIZTRATIVE CONTRACTING GFFICER

f. OTHERS AS NECESSARY

H A XA

DD FORM 254 (BACK), DEC 1999
TOTAL P.E2



