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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

Secret
(The requirements of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all aspects of this effort) Secret

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

N/A

a. PRIME CONTRACT NUMBER

a. ORIGINAL (Complete date in all cases)

Date (YYYYMMDD)

20031106

b. SUBCONTRACT NUMBER

b. REVISED (Supersedes Revision No.

all previous specs)

[

Date (YYYYMMDD)

[
[l
X

In response to the contractor's request dated

, retention of the identified classified material is authorized for the period of

N/A
c. SOLICITATION OR OTHER NUMBER Due Date (YYYYMMDD) c. FINAL (Complete item 5 in all cases) Date (YYYYMMDD)
W15P7T-04-R-A001 20040430 L]

4. IS THIS A FOLLOW-ON CONTRACT? |00 JYES | B ] NO.IfYes complete the following

Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract

5. IS THIS A FINAL DD FORM 2547 TCl_ ] YES | K] NO.If Yes complete the following

8. CONTRACTOR (Include Commercial and Government Entity ( CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
TBD TBD TBD

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICES ( Name, Address, and Zip Code}
N/A N/A N/A

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
N/A N/A N/A

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
This procurement is for the acquisition of Advanced Medium-Sized Mobile Power Sources (AMMPS) which consists of tactical

electric power in sizes 5kW through 60kW. The AMMPS sets wiil be fielded worldwide throughout the Services.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
a. COMMUNICATIONS SECURITY (COMSEC) D g a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER D m
INFORMATION CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA D E b. RECEIVE CLASSIFIED DOCUMENTS ONLY x D
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION D & c. RECEIVE AND GENERATE CLASSIFIED MATERIAL D &
d. FORMERLY RESTRICTED DATA: D E d. FABRICATE, MODIFY,-OR STORE CLASSIFIED HARDWARE D &
e. INTELLIGENCE INFORMATION: e. PERFORM SERVICES ONLY D E
(1) Sensitive Compartmented information (SCI) l:] E f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION QUTSIDE THE U.S., PUERTO D E
RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
{2) Non-SClI D & g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL D g
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION [: g h. REQUIRE A COMSEC ACCOUNT D E
g. NATO INFORMATION B E i. HAVE A TEMPEST REQUIREMENT D E
h. FOREIGN GOVERNMENT {INFORMATION D g 1 J. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS D E
i, LIMITED DISSEMINATION INFORMATION D g k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE D &
j. FOR OFFICIAL USE ONLY INFORMATION E D I. OTHER (Specify). D E
k. OTHER Specify) m D
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12. PUBLIC RELEASE, Amy Informalion {¢/agsified or unciassifiod) pertalning Lo this contract shall nal be released [or public dissecinalion excep! 83 provided by ihe induslrial
Securdty Manual or un'gss It has besn approved for public relsase by spproprials U.S. Governmenl sutnorily. Propssad public release shall be submilled for approval prior 1o release

e
Direct Through (Spocty):

Project Manager-Mobile Electric Power
10205 Burbeck Road, Suite 105, ATTN: SFAE-CSS-ME, FORT BELVOIR, VA 22060-5863

\@ the Directorate (or Freedom of Infarmalion and Sacurlty Review, Office of (ha Assislanl Secremry of Defense (Public Atisirs)” for review.
§ *in iha case of non-OoD User ancles, raquedls (or disclosura shell be aubmille Lo thal agency.
13 SECURITY GUIDANGE. Tnie sacunly eiassification guldance needed for thls cffort Is Idenitfiad below. If sny gificulty |5 encountéred in pplying this guidance o If any othar contribuling faclor indicalas
a niead fur enangss In 1his guldance, the conlraclor i5 aulhorized snd encouraged to provids recommended changes: 0 chaltenge Ihe guidance er ciasalfication gssigned Lo any informalian oF malerlal
furnizhed or ganeraied under this coalract; and Lo submil any questiana for inlerprelslion of this guldance lo the officlal Idanliffied below. Pending final deciston, lhe informalon Involved shall be hardied and
protecied al the highest lavel of elaesification aselgned or recommended, (Fillin as approprale for \he classhed efort Attach, ar forward under separate correspondance, any decument/guidus/exracts
reforanced harain. Add sdditianal pages as nesdsd fo provide complete guktancs.

10j. "For Official Use Only" Protection - Appendix F

10k. The classified material is MIL-STD 2169, High Altitude Electromagnetic Pulse (HAEMP) Environment, which is
approximately 30 pages in length. This document will be furnished under separate cover at the time of contract sollcitation.
The contracior is required to store this document for the duration of the contract.

11b. Classified material will be protected in accordance with the Nationa! Industrial Security Program Operating Manual
(NISPOM) Chapter 5. : '

13a. Contrsctor personnel will have to review classified material for the performance of this contract.
13b. Contractor personnel performing ADP sensitive dutles are subject to investigative and assignment requirements in
accordance with AR 580-67 and affiliated regulations. :

14. ADDITIONAL SECURITY REQUIREMENTS. Requirsments. In addition (o 15M requiraments, are established for this conlract. (If Yes, ioenlify the partinest Yes No
sonfraciusl euses n the conlradt documont itsell, OF DrOVIdo 3n 3ppropsiste stalemen! which ifapiifies the agditiona! roqulrements. Provide a copy of the requiremanis
fo tha cognizant securlty office. Use tlem 134 sdditional space Is needed.)

————aiaaad
18, [NSPECTIONS. Elemena of lhis coniract are outsids Ihe Inspection responsibilily of the cogrizant securlty office. (/f Yas, explain and Ideatify Spaciic Breas or Yes ﬁ No
elemants casvad pul and the aclivly rasponsible fer inspections. Use /tem 13 if addMionsi gpace [ naeded.

/

16 CERTIFICATION AND SIGNATURE. Securlty requirements stated herein are complete and adsguats for safeguarding the classified information to be released or
ganerated undar this classifled sffort, All questions shall be raferred 10 the officlal named balow.

3. TYPED NAME QF CERTIFYING QFFICIAL b. TITLE <. TELEFPHONE (Includ= Area Cods)
¥FELLY D. ALEXANDER Chief, Technical Management Division 703-704-3205
d. ADORESS finciude ZIF Cade) 17. REQUIRED DISTRIBUTION

X

Project Manager-Mobile Electrlc Power
10205 Burbeck Road, Suite 105
Fort Belvoir, VA 22060-5863

@. CONTRACTOR

b. SUBCONTRACTOR

. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

4. UE. ACTIWVITY RESPONSIZLE FOR OVERSEAS SECURITY AbMIN!STﬂATLOH

u. ADMINISTRATIVE CONTRACTING OFFICER

R{RIORIC

1, OTHERS AS NSCESSARY

A oetly . Ay
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Appendix F

SOLICITATION NO. W15P7T-04-R-A001
CONTRACT#

SAFEGUARDING “FOR OFFICIAL USE ONLY” (FOUO) INFORMATION

(Provided by the Deputy Chief of Staff for Intelligence (DCSINT))

1. The “FOR OFFICIAL USE ONLY” marking is assigned to information at the
time of its creation in a DOD User Agency. Itis not authorized as a substitute for a
security classification marking but it is used on official Government Information
that may be withheld from the public under exemptions 2 through 9 of the Freedom
of Information Act.

2. Other non-security markings such as “Limited Official Use” and “Official Use
Only” are used by non-DOD User Agencies for the same type of information and
should be safeguarded and handled in accordance with instructions received from
such agencies.

3. Use of the above markings does not mean that the information cannot be released
to the public, only that it must be reviewed by the Government prior to its release,
to determine whether a significant and legitimate Government purpose is served by
withholding the information portions of it.

4. IDENTIFICATION MARKINGS:

a. An unclassified document containing FOUO information will be marked
“For Official Use Only” at the bottom of the front cover (if any), on the first page,
on each page containing FOUO information, on the back page, and on the outside of
the back cover (if any). No portion marking will be shown.

b. Within a classified document, an individual page that contains FOUO and
classified information will be marked at the top and bottom with the highest
security classification appearing on the page. If an individual portion contains
FOUO information but no classified information, the portion will be marked
‘FOUO.

c. Any “FOR OFFICIAL USE ONLY” information released to a contractor
by a DOD User Agency is required to be marked with the following statement prior
to transfer:

THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM
MANDATORY DISCLOSURE UNDER THE FOIA. EXEMPTIONS APPLY.



d. Removal of the “FOR OFFICIAL USE ONLY” marking can only be
accomplished by the originator or other competent authority. When “FOR
OFFICIAL USE ONLY? status is terminated, all known holders will be notified to

the extent possible.

5. DISSEMINATION: Contractors may disseminate “FOR OFFICIAL USE
ONLY?” information to their employees and subcontractors who have a need for the
information in connection with a classified contract.

6. STORAGE: During working hours “FOR OFFICIAL USE ONLY? information
shall be placed in an out-of-sight location if the work area is accessible to persons
who do not have a need for the information. During non-working hours, the
information shall be stored to preclude unauthorized access. Filing such material
with other unclassified records in unlocked files or desks is adequate when internal
building security is provided during non-working hours. When such internal
security control is not exercised, locked buildings or rooms will provide adequate
after hours protection or the material can be stored in locked receptacles such as file
cabinets, desks or bookcases.

7. TRANSMISSION: “FOR OFFICIAL USE ONLY” information may be sent via
first-class mail or parcel post. Bulky shipments may be sent fourth-class mail.

8. DISPOSITION: When no longer needed, FOUO information may be disposed of
by tearing each copy into pieces to preclude reconstructing, and placing it in a trash
container or as directed by the User Agency.

9. UNAUTHORIZED DISCLOSURE: Unauthorized disclosure of “FOR
OFFICIAL USE ONLY?” information does not constitute a security violation but the
releasing agency should be informed of any unauthorized disclosure. The
unauthorized disclosure of FOUO information protected by the Privacy Act may
result in criminal sanctions.

10. Point of contact is the DCSINT, DSN 987-5875, Commercial (732) 532-5875.



